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Tonapncreo r o6nexeuorc si.qnoe uicrn <nOJI-g I KO.IT
(nafiuerl earrr lepxa BHoro opraHJ cTBa, ycTaHoBll, rKr.rM HaaaHo ATecTaT

sacni4vye, rrlo KoMlJreKcHa cr.rcreMa 3axucly inQoprr,raqii
iHSopMarIifi uo-Te,reKoMyHircaqifi noi cncreMr{

:axulreHoro ey3ra iHTepger-Aocryry TOP (Afr TI-IHBECT),
(ua:ea ITC)

TOB (AfrTI-IHBECT),IqO H€LJIC}KI,ITb
(naiillenyrauu gepxanHoro oprany (opraHi3auii', nignpueucroa, ycranoeu),

Bcr,Ka o6Jr.. M, KDlrBlrfi Pir. nnocn. Iara 21,
BJIACHIlKA hKaJ I lL! Nflcqe3HaxoaxeHHt

3aOe3fleqye 3axr]cr inQopvaqii
AOKyMeHTIB 3 TeXHFtHOfO 3aXI4 CTy

eignoei4no Ao BxMof HopMarnBHrrx
in$opuaqii.

OpraHirarop eKcnepru3r.l -

Tonapucrno 3 oOMe?KeHoro nignoniga,rrnicrro <nOJLf I KO.JIT
HaiMeHyBaHHr AepxaBHofo opmHy r Anpr€t\tcTBa, ycTaHoBl-i)J ulo €

excnepruru)

Excneprulrft BrrcHoBoK Ha 26 apKyrrrax AoAa€Tbcr Ao qboro
Arecrara ra e fioro ueei4'erranoro qacrrruolo.

Buuorpt Ao yMoB eKcflJryaraqii o6'exra eKcneprr.r3r4 Bu3HaqeHo y
ri4noei4uorray pos4ini Er<cnepruoro BucHoBKy.

Ieuepa.nr,Hufi
TOB <noi'Ifl 'JIapAca fAfaPlHqAe,{



{ogaror go Arec'ra.ra oi4norignocri
l& 21173 nia < 13> cepnux 2020 p.

EKCNEPTHUTA
BI{CHOBOK

Koun;rerccua cr{creMa 3axficry
iHSop rua qii iurlropn.r a q i fi Ho-

TeneKomyninarlifi Hoi cNcrerrr,I
3axurqenoro nys;ry inrepuer-

Aocryny T0B <dnTI-IIIBECT>

IIIO HaJIer(IiTL

KOMI|JICKCHA CHCTEMA 3AXH
(na:ra xouulercsoi  cucrevr.r  saxHcry Tu,[opMau

-IHBECT>

Peynmarn eKcrreprlr3ll cBiAgart, rqo

o6.n., u.
r{a3B a Ta alpeca opraHi3

(ei lnonigae, Ee signoniaae)

Pir, npocnexr farapiua, 6ya. 2I

BIIMOTAM HOPNTAT}IBHI,IX AOIq/MCI{TiB CECTCMI{ TCXHiqEOIO 3AXIiCTY iNSOPMAqii AVrpaini B o6cfiBi elyHrrlifi, 3a3HaqeHrrx y 4oryrrlen.ri <Texni,r;e ,*4uor" lruno6yAoBy xounnex*roi clrcreMn 3axr.rcry inrlopr*aqii intfoprr,raqiftuo-
renerouylrircaqiiHoi cucrer,utr 3axHrrleHoro sy:ny inrcpaer-,4ocryrry rob nafiu-IHBECT). IJ A37 2 | 477 7.0000 l .KC3I.T3>.

Buuora i{o }'MoB excnnyaraqii (c{ epr.r Blr*opac?a's{) o6'exra eKcrreprr{3lr
nHgHaqeHi y ri4noe igliorr,ry po:Aini uboro eKcrrepruor.o BrzcnoBr(v.
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r. 3ArAJrsHI BI/{OMOCTT ITIOAO OS'€KTA EKCITEPTI{3I,I

llosue HafiMelryBaHrla o6'exry eKcfleprx3r{: iH(boprrra{ifrHo_
re,rexov-vninaqifiHa cucreua 3axJ,rrr{eHoro By3iry iHTepHer-,rrocryny To-B dI,ITI-
II{BECT> (aani * ITC).

Itc3I no6ygoeaua ri,quouiAno,qo rexliiq'oro 3aBrar,r'r (<Texni.r'e
3asAaH Hr r a no6v40ey rovnlexcnoi c Hcrer.r,r 3axucr,v i u {ropnaauii iH$opr"raqi fi Ho-
rotexor',rylrixaqifinoi cacT eun 3axr{qeHoro By3Jry i}rreplrer-Aocryrry ro-n <aI,rn-
IHBECT>. uA.37214777.00001.KC3I.T3>), norosxenoro ir Asrr,riuicrpaqielo
flepxrcnerlsn'xrry.

ITC rBrre co6oro opraui:aqifiuo-reruriuny crrcrer ry, rKa o6,egrrye
o6ur'rcmonan*ry c'creMy, $i:nvxe ceperoBr4rqe, .t"pcorun i o6poOnrouany
iHQoprraaqirc, n rorray ulrcni i rexHonoriro ii o6po6ru.

..3a nopx4xor.r Aoclyfly in$opnraqin, rrlo qaprrynroe n ITC, niAuocr4rbcff Aoxon0iaenqiinoi (rexnoirorivna) ra ai.urplrroi (rpansn.rua inrpopr,raqix a6oueHrie).
--^*- F!"rrr,a Aepl*aBrra eKcrreprr'Ba e c$epi rex'i.ruoro saxncry iHrlopr'railii
Kc3I ITC sAiilcnroerrcs 3 Merolo oqi'xu riguonignocri KC3I ITC Brar.ao.* rs,HOp.rv{aTEBH}rX 4otcyuenrin 3 Irr,rTaHE rexniqHoro 3axr.rcTy iur}oprrlaqii.

Excnep:rui runpo6yranHr Br{Korryror6c_{ na nigcrani ii-"r* ExcnepruoipaAri. 3 rrHrarrr gepxarr+oi eKclleprr43r{ n crfepi rexsiqsoro 3axncry in$opr,aaqii
A,u\ailricrpaqii /{epxccneqrn,xsxy (npororon saci4aunx BiE 09.07:202O trrg Zf_202q.

B.nacsuxorrl ITC .a Br.rKorraBqeM po6ir is crBopeHr.l.E Itc3I e ToB drzTl-Ij{819T, (50.027, fluinponerporgrrla o6:r., r,.r. Kpuar,rft pir, upocuex.r farapiua,
5yx.21, npauirleunn 25, rol e4fnoy 37214777).

ITC po:rau:oBaua B npuviuleuui 13-r.o nouepxy 6y.qiBri 3a a.qpecorc:u. Kpr.rsai Pir, nya. Melerrrina 29r, l3 norepx.
Opraruisaroporvr eKcreprr43u e TOR <!OJI_FI I I(O. JITA)) (01015, rrl KHr.r,npoa. flaurlr 5epua4u, 6yt. 4, KoA e/F|IOy A1043342, naxa: Arur,riiricrpaqii

fiepxcneqrr'*ky rpo ru.qauy niqens ili zip 1 5.02.201 7 .t\b I 1 5 ).

2. 3ATAJIbIIA XAPAKTEPACT}IKA OF'€KTA EKCITEPTI,{3,I

2.l.IIpusna.reuns ITC
ITC npn:navcna .4rr HaAaHHr opmHarvl

rr.ricqeeoro caMoBprrayBaHrut, .aap*uunru
opranisaqi-*rrr, inurzrtt npr.r4nqrrrr\,r ra dliarE rnmur
flocnyf 3axHlleHoro nocryrry rcoprzcrynavia 4o
Inrepuer.

pepxaanoi Bna,4r{ Ta opraHa^{
nrAnpI-IeMcTBar\{, ycTaHoBrNr,

oco6al,r (aarii * xopzcryeavaru)
pecypcin ra cepnicin ueperrii

2.2.CtcnaA rexni'rnnx saco6ie ITC
ITC e cxnagnolo rereporcHuolo Mepexelo, xica aa6e:ne.rye HaAaHHt

Kopuc'ryea.r aM (rlrirr.runnrr.r ,ra m ) nocryr is :axuulegoro Aocryfiy
Ao rerreKoMyuixaqifi uoi uepe crynaanx Inrepuer.

ITC nnropuctotye Ba roKatlblll{x 06.trcnrcra.nsNax
uepex (Ethernet) ra uepez< (TCP{P). fln gisravne

(roprasonrurrna nigcrzcreua

?arr-nleU-e- ts/ /3
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crpyrffypoBasoi KaoerbHoi cr4creMr,r) y o6qr4 crrloBarbrift Mepexi ITC
Br.rKopr{cToByIOTb BOJTOT(OHHO-OflTIrqgi liEii 38'.S3Ky.

(Dyurqionalr,Ha cxeMa ITC HaseAega $a pua. 2.1 (r<intricm EOM .ra
saco6iu rorurymqii ua $yur<uioxantsift cxenai nora3aHo yrroaHo),

Puc.2.1. Crpyrcypua cxeua IIC

[o cxaagy ITC oxo4rru nacryrini texsiqui taco6u (4un. prac. 2.1);
l) ruixrraepexeerdi er<pau Juniper SRX1500;
2) uapwpyrnsarop varicrparbtoi Mepex(i Juniper MXg0;
3) xouyrarop pinHx posno4iny D-Link DGS 3420-26/Z8SC:
4) rouyrarop pieux socryrry D-LinkDES 3200-10/18126/28:
5) r<onayra:rop pinnr rApa lraricrpa.rrxoi l,.repeNi D-Litk DXS 3600-325;
6) rcorvryrarop lor<a.nrnoi o6qucnrosamuoi rraepexti D-Link DES3200-

r0t26t28/52:
7) po6ovi c'rasqii o6clyroryrovoro lepcogarry (po6oui cragrlii c]icreMt?rx

aAnrinicrparopis, po6ovi crauqii veprorrax inxenepio) - 2 u::..
, Minrrnrepexeaafi erpau nprasuauenrEfi AJrr N{epex(eBoro 3axr.rcry ITC mga6esueqye BrrKouanfir Hacryrrur{x Qyr.lxqift :

- rlinsrpaqix ra anarig rpa$ixy 3 BriKoplrcrauarra MexaHigvis t}irrrrparlii
cfiaMy, Kor{regruoi (li.nrrpaqii, rveb-r}inrrpaqii, aaraaipycnoi $inrrpaqii;

po3Mexyrannfl Aocryrry uix< ITC ra sosnilrHir,au Mepe)KaMH;
incnercqix Mepelr(eBoro rya$ixy ra 6norcymuHr na&?ai3ffifs

IrlAospurrlMr.t, 3 Br.rxopncrarrr ra Mexaniglris IPS / IDS;
- MacKyBaHHs ronororii i lrepeNerax

nepe rsAy; fiiicr

trIoe



- KoHrporr; iu$oprvraqifnrEx noror<is nrix< ITC ra iurepner-rporafi4epauN
Brrulot:o piBH, 3 Meroro BnrBreHH{ clpo6 MepexeBrrx BToprEeHb ra
uecanxqiouoranoro Aocryfly Ao r\{epe)KeBr.{x pecypcin, B T.q. arar( Tr.iny ,,ni4lrona n
o6cnyronyrauni", :a6e:neveusr peecrpaqi'r, nonepeg>icennr ra nporugii rarar.r
cnpo6arr.r;

- Bfirgnefifir i nporr.r4ir r\.tepe)r(eBuM araxaM i necasrlionopauifi
lrepexenifi arrrenocri;

- Qiffirpaqix r:a ananig MepexeBoro rpa$ixy 3a fiporor(oJraMa, noprauu i
IP-a4pecar',ru nignpaanr.rra ft ogepnrynava;

- 3aBepueuHl 3'eguauul 3 By3JroN{, y pa3i arare{;
- nporoxorronaurt (peecrpaqia) no4ifi, trlo Marorb giAlroueHus ao

6ewexa.
, Mapupyrusaropn uaricrpalruoi uepexi ra KoMyrarop pirHx rgpa

lraricrpansuoi r'tepex<i npu:Ha.reai rJrr Mapupyrr.rsaqii gauizx, rqo n"fe4aro"u.u u
ITC, na pieni varicrpalr,uoi r.reperri ITC.

Korr.ryratopr.r pinnir pornogi,ry ra Aocrynygabesne.reunx nigr.nro.reulu a6oHeHris go ITC.
Po6oqi cmuqii crzcreMr.rr4x a4uiuimparopin

BrIKor.raHH{ 3aBAaHrr, nos'ssan?x r aguinicrpyaani.rxrr.t
ITC.

Po6o.li ctarr{ii ueprooux iNNenepir B'Kopr,rcroByrorbc, Ans Br,KoHaHH,gaBAaHb, [oB'r3aHlrx i: uoniropuurol.r rexHi.rEax saco6is uepexi Ta npoBe,[eHH'I
niAnogi.quoi Iiaruocrr{rci.

Haregeni po6oui cmuqii o6cqrrosyror{oro nepconany 4rynxqiosyroru nia
ynparriuuxn ouepaqifinoi crrcreMr{ CentOS 7.

.{ru aa6erne.renux 6esnepe6ifinor:o xriB,rre'H'rexuiqszx saco6ig ITC
Br4KopncroB)'rorEcr Axepena oesnepeoifiaoro x04BJreHHr Leoton G4 (2 rrr.).

Ans se'x:xy ITC r 'irnepner-nponafiAepar,ru 
Br.uqoro piBHr

Brrr(opr4croBylorBcr BoJlor(oHHo-onraqgi ninii :o'xsxl' (i: unr.rgricco o6ruiHy
AaHrrMlr,qo 10 f6ir/c).

, Ans 3a'xercy .rexlri'{Hux gaco6iB ITC rraix co6oro, a ?aKox( 4ll on'rsny ITC s
a6oueuraus Br{Kopr4 croByrorbcr BoJroKou}io-onrr.r,*d niHii sr'rsxy (i: urra4cicrro
o6uiuy AalruMri no l0 l6ir/c) :ra ninii sa'xsxy runy <€Br4ra napa> (ie urnuAxicro
o6r"rixy,qaur4Mr4,uo 1 00 M6ir./c).

2.3.Ilepedx ra r.nacurlixaqin iH$op*raqifinux pecypcis ITC, nopq,qoK
o6po6nlr ra s6epirauux ia{ropruaqii n ITC

vsaranrseui rigorrrocri npo iu$oprrlarliro, rqo o6po6ffer6cr ra s6epiraerrcr
e ITC, Hasereni u ra6t. 2. l,

npzsnaueui Arlfl Ans.

Br,rKopllcToByroTbct IJI'
\repexeBoro o6ra,qHaurx

a)
3 2.,

t1.
I

J\!
Slrt Bng iniloplraqii Cracra xapaxreprrcrrrxa

iurlopnaqii
Ipu4r

indoplrauii
tssa

iHiboni{auii

{h*ltrl;fffi; Bl,Ar{puTa y nnr,rxgi IP-
naxerisl,fx ,tlocTvnv!"n{t!H,if,tia"

,-p



I'e
3ln Bra inrlopnraqii Crucna xaparreplrcrlrrca

iurfopuaqii
Ipur[

iHrboruauii
But

istboDilrauii

2
$airrn rou$ir1'paqii

nporpaMfiofo Ta
allapaTnofo

sa6egne.{eglt {

Cnacxu ynpaslinns J{ocr}r1oM
rllepelKeBn x rroro(iB (Access oontrol
lists)" qo rpoxoAsr! qepe3
lreperxene o6laAuqiua ITC

x.02
<d

6)

6&

y BurJUrAl
t!afiair

Kou4riri?aqifi Hi nararurysau;rr
i{exaHiltrlis s[qsJregHq ra
gario6.iranul \lqpsxenr{M araxaM
I tpaBKJra [onrrr{Kz uepeNeroi
6eoner(rr uoAo Aiii npa nr.uaneHui
MeperrieBlrx asoualiil
Ha,rannysannx rexni.rarx aacodin
ITC qolo uepeNesoi ssaervroaii vixc
co6orc
Iurui tlaft :nr xox{riripaqii
lporpar{Horo Ta a[apaTHOrO
saSesueveum, ulo ueo6ximri ang
xopenrsoi po6oru ITC

3

)l(yputr"nu peecrpauii
uo4irl. rqo BeA5.T6ct

alapaTHll\.rr.I Ta
npo4laMHri}!1a
:aco6aiun ITC

| 3apeecrposaui noAii u{oso
I yfipaBniuHr Aauuur.r o6linonux
I sanNciu a6onet'ris, rrloAo uaaauns
gocryuy a6orierrin 4o uepeixi
Inrepner, rqoAo y.nparninut
xos4rirypaqiftuHlru
BaJrarrrTyBafi E \.{I,l fipor]laMHoto ra
anoparnoro :a6e:ne,reugr ITC.
rr{o.4o lioMrrnoK, ulo DqsgKaroTr B ]
npoueci (byHKuioHyBaHr{l I
nporpaMroro ra alapar'oro I
gi6e3ne.reuus ITC roulo I

x
9

1D

I

y BKffirIr
Qaftaio

A baii:ra pesepelllrx
rorgirypauii

Pe:epnri xouii Qatrnir rcorqriry?aqii
nporpaMHoro Ta alrapaTHoro
gabesneqefiug, rqo neo6xi$ri JI,rs
noperrnoi poOors ITC

BiAovocri n{oAo 3a6e3[eqe'rrr BraoraBocrefi (KouoiAe'qifiHocri, qiricuocri
ra-4oc-fyrrgocri) in$opuaqii, ulc) 36epiraerbc.s ra o6po6rrer6cs B ITC, xane.4eui rra6n.2.2.

T ? 2
Bll4 il+opnnqit
(sri4xo ra6;r. 2, l) norrbi.qerlr{ifiuicn ui.nicnicrr, aocTy[utcrtl paH3urua Urtpopuaqix a6onerrin + + +

Oafina xon{rirypauii npor-par"rHoxl r.a
anaparyoro :a6e:nerreRst + _r +

)Kypgara peccrpartii no4iii, ruo Be.[yrbct
anapaTHr.lr\ru ra npofpaMHnrrr{ 3zuo6aum EF* + + +

l'e: epl Hi xon i i r! aiir in rconrlr i rlr@i/ 1X,,,),."il:'.lH;':,;"'li#'f#:",';;T##iffi Uh"\T + +

ffitueffi"'l$;*i***/J,i&/'"'t T 5
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f{o4arxono Ao HaReAerrrix s ra6r. 2.2 suais iurlropntaqii ITC sAificnloe
o6po6xy ra nepe.{aqy rpamurnoi iu4roprraa{ii a6oHeur:is, 4o xroi BrrcyBarorbct
Bfir\4orr4 3 saoeslleqeslra ii qinicuocri Ta .qocTyIIHocTi.

3a noplgrr-ou Aocryny in$oplraqie, ulo qupnyrrloc s ITC, siAnocrrrbc, llo
rottpi.qer'rqifilroi (:rexxororivua) 'ra ri4rpuroi (rpan:urra iutlroprniaqir a6onexrin).

flop.a4or HaI(aHr{r iu$oprr,raqiftHrax nocJryr ra ssaeuoei,qnocrzura 3
a6ouesraua peryJilororr,cr llpasuraMri HaAar{Hf, Ta orpriN{aru{rr
renexolrynirailifixr'rx nocJryr, sarBepAxerrriMr floc.r?HoBoro Ka6inery Minicrpia
Vrpai'ua Bil i1.04.2012 Ne 295 [FI{13], ra OcuonuuMr Br{MoraMu .qo AofoBopy
po HaAaHH{ 'rererorr'ryuinaqiiar.rx [ocJryr, 3arriep.{xeHaMu piureuuxrrr

Flaqiouanrrroi r<ovricii, n{o :Aifcsloe Aepir{aBne peryrrroBa}rnr y c$epi ir'rsxy ra
iHrfoprvra'ntarlii nia 29.11.2012 Np 624. Ha nigcrani rur"uq.nr*- gorauerrria
pospo6neri Qopr,'ln ny6niqgr.{x ra nrrcbMoBl{x Aoronopia g a6oneuraua f3.gl.
3a-sHa-{eHi AoKyMenrrr nricurr onac poenogily ni4nonilan*rocri, norrorax"*ri,
o6oe'ssrcig ra npaB npoaaigepa (ToB <AfrTI-IHBECT>) ra a6onenra, :vicr
3a3Eaqelrr4x goroeopin ei,rluonigae Br4rdora\{ HopN.larnBr{rfx ;loxyven:rin

2.4,@irfi .rHe posraruyeaxnn ITC
ITC posr-auroBaga B npanriqenqi 13-ro nonepxy 6y4inni 3a a,qpecom:

u. I(purllfi Pir, ry;r. Meneurxina 29v, 13 noBepx.
Bnacuuxy ITC Harexrrr npaBo Ha BXKopHcraHHrr 3asHar{e'oro npurrlirqenur

sri.qnoAorosopyrpoHaJlar{rrlroloxaqiiuointouliNe l/3-2014BiA01.04.2014.
cepnepue npr.rui'leulir c!.rcreMoro oxopounoi curuanieaqii Ta cncreMoro

ui.qeocnocrepexe'rrr.,{ocryu nepcori*y 4o npulrirqeur s4iEcnroe*ca Ha
ni.qcrari ffaxsHocri xl*oqie sig raurin 4aepefi nignouigHax npnruiruenr.
. Top"aon ni4ai"41'eanHr npur"rirqeur noJrJrrae 

" 
ru4u"ni rpaBa nocryly Aori4nooiguax npr.rruinqent xepiB'aq:rsy ra o6clyronyio.rouy nepconaay ITC,

$ywrrlionarr,u'riro' o6os'sgxar.{[ fiKbro nepeg6aveHo seo6xiauicu po6ora is
rexniqurrr,rrz :laco6aruz, po:rrliryeHlt"rn B rtrr.rx npurrairqeunnx. lonycraerr,cxaipai4yeanur nignoni4xux rqrartriueus inrunlri.r oco6avn (drylrrcrqiouarnHavra
o6os'qaxaMl4 tKrrx fie nepe46a.reuo neo6xi.qgic'nr po6orr' is rpxrri.rnra'rra eaco6anu,
posruinlenalru s qr.rx rpaviqeuaxx) rz[re y nplrcyrHocri nocaAonoi oco6u s
niaposairy rexniulloi nigr:prmr<rz.

I'rc yrorrmaer(roBaHa Hecr6xi,4nnmlr gaco6aMr.r eneprosa6eeneuexn;r (rinia
eJleKrpoxraBreurrr sMinsoro crpylry 220 B), oxopolfiroi . carna.rigaqii,
gonouixaul.fia 'rexlliqlrlrva saco6aMz (rcou4r.rqionep), innrrava cxcreruar{r.r
xtr.rrrega6esneqegH.rr ra si.ueocnocrepex(eggr.

Z.S.BiAonrocri npo xopucrynauin
3a piB]rer't tlo$HoBa)KeHb nlo,{o aoc?yny 21o iuQoprrlaqii ra xapaKrepor{

po6ir, ruo BHKoHyloT'cr y npoqeci {:ynrcqioaymns:r ITC, oco6u, xr<i rr,raro.rt
Aocryrr 4o ii pecypcir, no4ilaror.l,cx na rari rareropii:

l. ) cr,icrervrar.ift agui llicrparop -
HaJrarrrTyBalrlrr anapaTr{oro Ta npo
BLIKoI.laHHr ITC uor<-riaaenax rra sei

2) .reprorufr inNenep (irixte
o6cryrorynvai nepconan, rxlrft gaiit

nepconrur, xxufi :a6e:neuye
TexHlqHlrx 3acoolB .ullg

nigrpulrru)
peecrpaqii no4ifi,

-1 tr?',ot -( o/u, u,rp-,au \
( /" , ,1L,r t , ( f  "  Ti tZ o' ,n/ t , , . ,  . , .' ''.t)d 

-,211a r-ZL /'f



I

a raKolK nepernr,4 uigrrosignnx gnirsrx. $oprrl qogo Br,rrB]leHnx MepexeBr,rx
anorilanifi;

3) aOoneur - $isauna a6o ropu4ravHa oco6a, u{o Kopacryer.bcr rrocJryraM'ITC u1olo 3axrrqeuoro Aocrylly /Xo uepe>xi IurepHer..
O6cnyronyrcurfi nepcouan I'IC npoiirnor nigroroary qoAo yMoB ranpaBHJr Br'rKopr,rcraHfu rexniqnux ra npolpilrvrHrlx :aco6is, xrci sacrocoryrotrcx

uuu nig qac Br{r(oHar{Hr cnoik crryN6oerx ra $ynrcqio'arb'rx o6os,rgxin.
A,qMiilic:rpyaa'*rr rex'i.r'fix :aco6is ITC aaxouyer:rc-r qeurpanisorano

cr'icreMHrzMr.r agrvriHicrparopaMn 3 Br.rKopr4craHsfiM ri4norignux po60vui cmriuift.

2.6,Biloruocri npo €K,'raA KoMrrlerccy sacodiB 3axlrcry insopuaqii ri4uecaunqionosaHoro .qocryny
.{o crcnagy Ko.ittrrcKcy s(tco6ie smrucml, (aali _ K33) ITC vxopnrr:- rnlixnepexenrafi erpau Juniper SRXI500;
- Maprrpyrararop uaricrpa.nruoi uepeNi Juniper MXg0;- Kol{yrarop pinnx posno4iny D-Link DGS 342A_26l2gSC:- r(ordyral.op piaru 4oc.ryny D-Link DES 320A-10/lg126/29:- KoMyrarop pirnx x4pa naricrpalr'uoi *epe>ni D-Link DXS 3600-32s;

r0/26t28/52;
onepaqirlui crcreMu po60.rux ctasqii o6cryroeyrovoro nepcoHarryCentOS 7.

Bi,{o*locri u1o4o pea-xi:ar{ii (,yHxrlioHar'Hux floc.nyr 6egnerN oh?eMr.rMr.rcKnaAoBr4Mr4 K33 ITC Haeeaexi B ra6n. 2.3.

Ta6rwry,2.3

flpcnrimxa: I) nocayza peanisoeaua ua pisui HP-2; dna peanisaqii' noc.tryeu
TC.1
wm.).

ew{OpttCn?ogybmt'c}l

2.7. InIui nigo*rocr.i
3a6esne.D/errbcrr 6e3n

srcuaneHHt Leoton G4 (2

K33

9ynruiolra.rr,rri rroq:r.wrr 6ernclcrr

9.

c.l

i'
c!

4
r l
l-{

c/)
H

q
11.

*
l'rl

l-i
q

(.'l

E
IvflX(Meper(eBE i eKpaH + + + + + + + + + + + + +

Maptrrpyrlr3arop Maricrpallnofi
uepexci + + + + + + + + l + + + +

rouyrarop pionr lgpa uaricrpanr,Hoi
uepeNi + -1- + + -t- + + + .t- + +

KoMyrarop pinnx po:no4i:ry + + + -f + + + + . + + + +
Kort{.r-.1 q]opH pinHl aocryny + + + + -F +- + + + + + f

KoMyrarop nor<a:rt,uoi o6.rHcnrosarltroi
*..^^.'.:uvt/w^\r

+ + -F + + .F + + + + +
onepaui l.isi clrcrel.iu po6o.urx cranqifi

r:6clyronyro{oro nspcoHanv + +- + J. + ' + + + + +
.q)Kepera 6ernepe6it;;iixiur.,reHnrr _l_

d#%
rfyHr<qionynannx ITC (orpirrl



B
pe)KrzMy rexxirr'ofo oocnyrouyranux). Bprr<osansa po6ir, [oB'r3a'rrx 3pefrarv{e}rrHl.rrvr rexniqsulr o6crryronynanrrtM KoMrroHeHrir ITC, s4ificuloer:rcx y
[oprAKy' Br43HaqeHoMy eipnoniAnoo ercn,uyaraqiftuon ra rexsiqsop
4oryveHrariieno.

tHAll. 3aron Vrcpaiau <IIpo
rereronrynixaqiiinux crzcreuax>>.

saxacr iur{roprraaqii r iuQopuaqifi:ro-

3. BI,IMOTI( HOPMATRBHI,IX AOKYMEI{TIB 3 TEXHII{HOIO3AXHCTY IHOOPMAqII, HA TiIANOBITHICTB .flKI,TM3AIfr CHIOETbC'I OIIIHKA O6'€KTA EKCIIEPTI{3I{

Ercnepruea I(c3I sAir,rc'roBa,racb 3 \{eroro Br,3.raqeu$s eiAfionianocri I(c3IBI.INtofaM nofo,qxei{oro is AgviHicrpaqiero fiepxcneqre'x:xy T3, a raxoN rarzvHOpilraraBHHM noKyMeHTar\.r cacrerlru rexnisnoro 3axacry in$oplraqii (aa:ri * Fl4T3I)r

lHA2l' llonorxenus npo rexniuHuit gaxuc.r inrloproraqii a vrpaiui,3alBepAx(eso.o vxagoa,f llpeaNgen:ra yxpainu sir27.}g.Lggb J\b I22g (si euilraruru,yuecenawr Vxa:on fipe:r.r4eura Vrpaiuu sia 06.10.2000.llb 1120).
[I-I{3]. llpaaana ga6egneqenrur 3axrcry iu$opr,.raqii n intlopruaqiftru,rx,rerercolryHinaqifiHlrx ra iH(|ropmauiftno-reneicomyniraqifinax ^ 

clrcrer{ax,:arnepgxceui rocraHoBoro Ka6iner:y Miuicrpin v*.paihn s],l29j32a06rr! 373.
- tHA4l. ACTy 3396.0 -96 3axncr inrlopMarlii'. Texriiqnrafi szuxlrcris[opruraqii.OcHosEi noJrox(errurr.

[HAs]. ACTy 3396.1-96 3axxc:r inrpoprrraqii. Texni.rgraft taxrzq ig$opMaqi1.Ilopn4on npone4euru po6ir.
iH46]. HA T3I l.r-002-99 3aranrsi norox(e'Hr rqoAo saxr.rcry in$oprr,raqiia rorun'rorepnltx crlcreMax aig HecanrqionoBanoro Aocryrry.
[HI{7]. }IA T3I 1.4-001-2000 lunone roroxerlHrr npo cnyxdy saxr.rc-ryittQoprrtarlii n aBToMarrBoBaHift cacreui.
tHA8l. HA T3r z'5-0a4-99 Kpurepii oqiaruz saxaulenocri in$oprvrauii nrcoun'roteprNx cncreMax rig NeoanrcqioHoBaHoro .uocrvnv.
tHA9]. HA T'3I 2.5-a05-99 I(.rra*i$ixaqix u""onnur"rou*rr.tx cucren icrangap'rHi rfyurqio'alrui npo$i'ri saxznqeuoc'i o6poO:rroaaaoi iH$opr,.raqii ninuecaurqiouonar{ol-o llocryny.
[HAl0]. HI T3I 3.7-003-05 flopa4or rpoBeAeuHlr po6ir is crBopeHg,ror'lnrexcuoi cucreMfi 3axr,rcr,v intpopnaaqii e iu$opuaqifrrro-i.ner,ouyrrixauitilir

clrcrelri.
tHAl1l. llA T3I 2.6-001-11 llopxrox npoceAenrrq

ercnepra3r{ raco6iB rexniquoro 3axr.rcry iusopuaqii ri6
Aocryny ra r(oMrrreKcr"rux cr.icreN{ 3axr4cry irrt}o1:lraqii
rererotryHiraqifi srx cucleuax.

po6ir s gep>xarnoi
necauxqiononauoro
n iuSopua4ifino-

etorrlysiraqiiulx fi ocnyr,
uis11.04.2012 Ns 295.

[H412]. IIA T3I 3.7-001-99. Mvrosn'ixi exagiBnuuqogo poepobr<i,r
TeXHFIHOTO 3aB,/la[iHt $a cTBopeH!{t csoi caqreua 3axr{cry int}opMar1ii naBToMarrlsoBagifi cncr:eruri.

[-IAi3]. Ilpaauna
aatrep4xeni rJocranoBolo

[HI14]. OcEosHi ar{Nrorr{
$rrQlr  |  (h,r t tkd. ,c^(T)u/,ir'^o/' e{aib , ilIr",)'-,/J 

coo,o('r4 ua- ?q /.7

renenouyxiraqiftuax



[ocnyr, 3arBep.qxeHi piueHr{rnr Hauiouanruoi roruricii, ryo :gificnrce AepxaBae
perlrnloBauur y crlepi sn'rsxy ra in$opvarrasarlii sil Zg,ll.Z0lZ ll! 624
(:apeecrponaHo n Minicrepcr.ni locrlr{ii Vxpriinu 24.12.2012 ga Ns T5A122462\.

4. METOAITKA TIPOBEAEIISfl P0BIT

Excneprni po6orra BHKoHyBaJrucB :ri4'o : pospo6.nelraun ra y3roAxerrr4Ml,
BCTaHOBJIeHT.{M noptqKoM nporpaMolo ra Nrero,qr,rKoro gep;xaruoi eKcrreprl,r3l4 y
c4ep,i rexld'ruoro 3axxcry ig$opMaqii xounnercnoi cr4creN.rr.r 3axr{ory iH{lopMar{ii
s ITC.

llporpar"ra gep>naeHoi eKcneprr.i3r4 a cQepi rexsiqnoro 3axr.rcry i'$opnaaqii
ronunercuoi cLlcteMu 3axrrcry ix$opMaqii 3axnuefioiro ny:ry lurepner. Aocryny
TOB dITrI-IHBECT) G\'e 1082/01, sit rc.A7.2020) m-MerosExa aeprraeHoi
eKcrreprr.r3H n cQepi rexniqu.oro 3axv cry in<popuaqii noprmercnoi cr{creNrr.r
3axEcry iu$opMarlii 3axarleHoro ryuy klrepuer Aocryny ToB <AIZTI-IFIBECT>
(Ns 1083/01 sjx rc.A7.?020) noro.qxeui is .{enapraueurorr{ 3axncry iu$opvauii
AIlrisicrpaqii,{epn<cneqsn'rsry.

llporparta 4epx<anHoi er(clepr'r3rd y c{epi rexlri'r'ono 3a-xn'cry in$opnrauii
AoAarKoBo nofoA)Keaa ig gaN,rosHr,rxor4 eKcneprn3i (TOB dfrTI_IF{BECT)).

s. rtrptrJrrn AOKyMEHTTB r crrErtrr{@rrGqrr IIporpAMHr4x
TA TEXHITIHIdX 3ACOFIB, 'IKI BPIKOPPICTAIIO fIPI,I NOEYNOBI
I(C3I

L lJoxyrvrenrardx nepe4npoexrurax po6ir:
l I . Arr o6crerrensl cepeAoBr4rq $ynrqiouynauux iHQopriaaqifino-

telexouyrixartiiilroi. crrcreMa 3axu["(euolr By3Jry inreprer_
.qocryny.

1.2. Texni.rne saa1anr{r (<Texuiuue 3aBAaHru Ha no6y4ony
r<otvrulercclloi ct4creMu 3axHcry iHtloprrlarlii inQopruaqifiuo-
renercoul'nixaqifiuoi cucrenN 3axurqenoro ry:ly inrepaer_Aocryly
TOB (AfiTI.I}IBECT>).

1 . 3. llaau 3axr.icry irgopuaqii. U A.37 21 47 7 7 .0000 1 .KC3I.II3I.
L4, MoAela 3arpo3 inSopuaqii. Mo.qenr nopyiliuuKa.

1 .5 .
1 .6 .

u 4.37 21 47 7 7.0000 1.I(C3I.M3Mn.
Ioriirprra 6egnera iH$opr'.rarrii. \I A.372147 77.0000 l.KC3I.n6i.
IforolteHHs npo capx6y 3axlrcry inQopuaqii.

3,2. Incrp-vKrlix

falz ,. /rn- ,

u 4.37 21 4777.0000 I .I(C3I.[I.
2. Ilpoexrua gorynaenraqin:

2. i. <Kontnnercsa cacretvra 3axacry inSopMaqii. lloscr*oearuHa
sanacKa .qo rexsiqsoro npoeKry. U A37 21 47 7 7. 0000 l .KC3Ln3).

3. I{oprrra::anuo-po3nopr.qqa 4oryvreNraqix:
3.1. IHcTpyr<qin aAMlHtCTpaTOpa.

ro BHKOpUCTaHHT.
uA.37214777.00001

uA.372t4777.A000
fitt t, o-zzrart3niq*o I.-,, v o(r/r' t"/r1t", ' t(1..,

7^"fr .^ t t /  )1 t
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3.3. llopluox rrrogepHisaqii i onoglesur uporparvrHrax ra anaparrr{x
roMnoseHr:is. U 4.3721.47 7 7 .0000 1.KC3I.n1.

3.4. IHcrpynqix upo uoprloK pe3epByealrnr ra ninuosJreHHt
ig4ropMaqii. ll A.37 21 47 7 7,0000 1.KC3I.13.

3.5. Illcr:pyrqir rrpo [opr.qor oneparuBHoro ei.{Holrensx
QynrqioHyrantuLs. U 437 21 47 77.0000 l.KC3LI4.

3.6. Incrpyruix npo opranieauin r(ontpoJrro :a dlynrcqioxyBaHlurM.
LI A.37 21 47 7 7.0000 1.KC3I.15,

3.7. Iucrpyxqia npo nopx4or ga6egne.{euNx anruripycnoro 3axrlcry.
u 4.37 21 477'7.00001.KC3I.I6.

3.8. tDoprvru nySnivrrx 4oronopir (ny6nivnuii a6osenrcr,rc,rfi goronip,
,4orosip openAl,r <l6taldnanHx grn tpi:uunNx oci6, pemauenr rouo).

4.,{oxyriaeu:rarlis u{oAo [poBeAer.r]4x nanpo6;'naur:
4.1, flporpama ra Me'r,o,ur/txa nonepe4nix nrEnpo6ynaut.

u A.37 21 47 7 7. 0000 1.KC3r.IIM.
4.2. llpor:oxolr nonepegHix nranpo6yeanr eig I5.07.2020

5. Oprauisarlifino-poanop-ng.ra goxylreHr:aqix:
5.1. Haxa: npo flpoBe,{elrux o6crexeusx cepeAoBlrq r}ynrqioryaaunx

Ng 140 siA 04.06.2020.
5.2. Haras npo crBopennr clyrx6ra 3axacry iu{ropnaqii Ne l4l si.q

04.46.2020.
5.3. Har<as ripo lrpoBeAerlHrr nonepe,qHix aunpo6yeaHr ra goc.nipnoi

eiccunyaraqiiKC3I ITC M44 eia 09.07.2020.
5.4. Am npufitranul y 4ocni4uy encnlya:raqiro KC3I ITC sia

16,07,2020.
5.5. Axr 3aBepuregHr noc.nigroi ercunyaraqii KC3I ITC ein 17.07.2A20.

6. Cynpoei4ua Aoryuen'rauig:
6. I . <Doprray lrxp. U A.37 2 14777. 0000 1 .KC3I.OO.

7. Ercnlyaraqiffna 4orcyr,reu:raqix na saco6a eaxycry iu4lopr"raqii, uro
Bxo.qrrE Ao cKra.qy K33 (y erirnsAi ourafiu-A0eigra na ooiqiftsr4x Beo-caftrax
anpo6r'rurcin):

7.1. Excnnyataqiftna Aoryr,legrarlix ra vixlrepexerHfi erpau Juniper

7.3.

SRXI5OO.
Ercnnyararlifir{a AoRTN.ieHTaqix na r,taprupyrasarop ruaricrpanraoi
neperxi Junipel MX80
Er<cn.nyaraqifiHa AotyMenrarlin na rouytatop piaur po:no.qi.ry D-
Lini< DGS 3 420 -261 285C.

7,4. Ercnnyaraqiiiua 4oryuenraqir Ha r(ol,ryrarop pir:na gocryny D-
Link DES 32A0-W 18/26/28.

7.5. Excnryarariiriua gorcyueurarli.l Ha KoMyrarop piuux ,rApa
varicrpa-rrr,uoi rlepexci D-Link DXS 3 6 00-3 2 S.

7.6. Frcn:qya'raqiiua goryuenraqix Ha KoMyrarop roxanrrroi
o6qrcnrcsarsuoi r'.repexci D-Link DES32 00- l0 /26/2S/ 52.

7.7. Excnnyararlilrla 4oxyrileuraqi cI,IcreM?I po6orrax

6elnepe6ifiHoro
crauqift o6cryroayrc"roro

7.2.

a xarrier r.s Leoton G4.
,9ttA,oL X aAror'^zr*-

7.8. Er<crmya'raqifina
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6. PE3YJIbTATA EKCIEPTTII4X POBIT

llops,qor ra pesyJrFrarl{ rrpoBeAenur oKpeMi.rx repenipor uignotiguocri
o6'erra eKcrreprg3g BlrN{orarvr HopMarr.rBgr{x 4oryr"reutie cncreMv T3I sa
p$ylrbraraMr,r eKcrreprHrx rznpooynaHr IIo Ko)rc-loMy rryHKTy MeroArlKr.i
4eprxariroi eKcnep"r43}r y c{iepi rexHi.iHoro 3axr{cry iu$opuaqii KC3I g ITC
suxnageui n gor<yrteuri <<|lpotoxor BaKorranur po6ir signoni4no Ao posdnis ? - 9
Merorr'rxr geprxasiroi eKcrreprri3rz n c$epi rexuiqsoro :uxracty iH$oprvtardi
xo,r'tnnerciroi cucreMu 3axrrcry intlopri,raqii irrtlopuarliirio-r:e,rerorrayHiitaqir?lroi
cr.icrerrti :taxr{ reuoro rysny iurepner-Aocryry TOB (AIZTI_IHBECT>.

3a peryrsrararo* nepenipox Blrvror Ao KC3I ITC orplruani raxi peryurrau.r:

6.1' Tononorir, cKnaA anaparuoro ra nporpaM[oro ga6egneqesur ITC
eignoai4arorr, ni;io.uoc'rxtl, on*ca'r.rM y pos,qini 2 qmro AoKyr4eHTy ra ilaBeAe'fiM
r npoerrnifi,4oxyr.reuraqii [2.1] i $opuy:upi ITC [6.1].

6.2. 3.qificueno BKBr{eHr{rr goxyueur:aqii Na sacolrr 3axr4cL-y inQopruaqii, u1o
BxoArrb llo croraAy K33 ITC, nepenipr<y npana,rruocri ix d;ynrqionyBasn, ranepesiplcy ix eiAnoaialrocri naganift goryalen:raqii [2,], 3.1, 7]. 3a perynrrara*rra
uux po6ir BcralrorJrerro, ryo sagirili gnr pea,riraqii 3aAarr 3axr'cry iuQopruauii s
KC3l,rraexani:lr"rr.r 3axlicry iH{oprr{arlii 3a3r{atreur4x saco6is onxcani n 4oryr,4enraqii
[2.1,3.I,71 ra drynnrlionyrorr, y nignorignocri Ao saBeAer{ux y nifi nonoxeur.

6.3. KC3I ei,quoei,qae BuNroraM 4o rlisu,rnoro cepeAoBr,.qa, FaBeAe'rrr' B
T3:

- 
- nxil 4o npnirlirqerib, B , si(llx po:rr,riugruoruca Kor{nonei{Tra ITC, e

obruexeHr'rM; /iocryn oropounix ooi.6 xoHrporuoerrcr rexlliqrmun oaco6alur, gaepi
o6ragxani nrexaxi.rsr.rua 3aMKaMr{) oxopourroro ra nox{exrto}o curgalisaqirua;

* o6tagnaHu-t ITC posrarrroByeltcr B oKpeMoMy npi.ruiqeuni, pexr.{M
Aocryfiy ,qo rrofo nepe46avae HaAaHrur npara 6esneperirxo.qHoro iqocryrry ,qo
rarcHx npuuiryer.:rb JrnuJe [epcolraJry ITC, <]yuxqioHaJrLHr{Mr.r o6os'rgKah4r4 xKoro
nepeg6a'reuo aeo6xiAuicrr po6o'rn i$ rexui'ruuulr laco6arurra, powdulenralu r qrax
npxuiuleunxx; .qocryrr .{o ut4x nprn"riqeur cropoauix oci6 (oci6,
$yxrqioiranulu*rx o6os'r:xa*w AKt4x ue nepe46aveno nloOxi,qdcrl po6oru is
rexl{iqfluMs 3aco6auu, posrtliulenuuu r qlrx npNruiqennxx), rgificaloerur" nrln" y
npucyruocri r:oca4onoi ocodr, lra ei4nonigae ga ga6esne.ieHnx 6e:nexr
iu{ropuaqii, rrca o6po6nxe.rr,cn ra r6epiraertcq e ITC;

- rouycK 1z llpr.rr.rirqenux ra 4ogal<oni oprari:aqifiHi 3axo.qr4 iaga6e3ne.rensr 6esnexu fipli eKcrrryaraqii eugi:reuux npirnriureur a4ifieruororrcx u
rop.rAKy, Bn3HarreHoMy B HopMa.r,r.rBHo-posriopsAqift 4oxyrr,renraqii elacnzra ITC :
ypaxyBauHrM eaxo4in rqogo peani:aqii no:riruxu 6egnerca inQopMalii n ITC [1,5].

6.4. KC3I niAnoriAae BaMoraM .4o
rexni.lloi goxyueutaqii, Br.Blraqe aN{ n T3 [ i .2

Ha erani rrepeAnpoer{Tuv x po6ir
nop.[Al(oM HacrynHa loryrrreuraqir:

KOMnJreItTy

BCTAHOBJIEHAIV1
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- aKtn o6cme;yceHH, cE)edosur.t4a (byHK4ioHy6aHH.a [1.1], e xrcolry ra:raveni

pe3yJrbrarri npoBeAeHoro oocrexensr o6qncrlosairrrroi cr.{creMr.r ITc.
ixQoplrailifiuoro cepeAoBr.rrqa, rli:avnoro cepeAoBl.rura, cepe.qoBr4ula
ttopucryr:a.ria, slric"r arry ni4noni4ae BuN{orall ra peKo[.1ell.(aqiaNl [H[1 I ];- orzuc no.timztxu 6esnexu inQtopuaqii [1.5], e ,KoMy oflt,rcafii upaauta,
BrrMorur, o6lrexennx ra peKoMeH.uaqii no o6po6nennrcr ix$oprraaqii, xxa norpe6ye
3axHcry e ITC, 4or:puuasHrr .sKax ga6sne.rye saxacr sig 3afpo3 3a3HaqeHL* v
uogeai :larpos irSopMarlii [1.4]; onnc riAnosi,qae peaju,ErNr ynno"ur .n.nnlroroqiiITr..

* onuc .ttodeni sazpos iuc\opttaqi| nrca o1po6nnemacn r ITC [1.4], axr,rfi
uicrmr nerf opr,ranisoeanfiii o nc Mero,qiB i sacodis sgificueuur iu.poa mniH$oprtraqii; ytodenu nopyutw*a e nos'oi r,aipi onucye uoNriu'i uini, lii ra
rcareropii i rna"rri$irar1irc uopyruuura [i .4];

* maH slL\ucm)t indsop.uaqit [1.3] rrrictHru pos4i.un, srsua.reHi e [H!7], xxi
cr.[a/{euo 3 }.paxyBanrrrM ytron {ryxrqioxynaaux ITC;

* rnexuiture saedauHn Ha cnsopeHHa Itc3l s ITC [1.2] ga gN4icro^{ ra
o$opnrreunxu ni2lrronigae Br{r}4oraM, 3a3gaqeH}tvr a [I{12]; " 

T3rrp"""a*"o oor"
xapar{Tepr4crr{r( ITC, nuxrageHi sr.rMorH llro40 r}yaxqiosallNoro cxnaAy ra
noprAKy BnpoBnq)Kei'IlUI npolpaMrrr.rx i rexniqHrx saco6ie, utro sa6esneuylorr,
nporsAiro 3arpo3arvr ra ruoxJir{BocrrM nopyrxHr.rnie. rri sugHa.reHi y tt.+] r
nporleci o6po6rieuur iu0oprraaqii s o6qzcrrcnarr,lrift clrcrelri ITCI srlsga.relri
BLIMoTH "{o anrnnipycroro 3axr4c'ry iarf opmaqii, cxnaAy npoerrnoi ra
ercnnyara(ifiuoi ,40xy*reurarlii, a raxo>n Br4MorE 40 0prauisai.lilinr.rx, ttrisavrux ra
iuruirx saxogis 3axrrcry, irlo peariisyio:rrcr no3a o6qucruosa*Horo cucreuop ITC
y .{o[oBr]eHHr Ao r(oMnreKcv rrporpaMEo-rexHi.{Hprx saco6ie saxucry ix$opuauii.

vrpoerraifi .rloxyuenraqii na KC3I [2. i] naeegeHi pi'reuna, xri peanisyrorr
BLrMoru T3 f 1.2] ra nolirrarpr 6esnexra, npafrHlroi o ITC [1.5].llnan :axr.rcry iH$opr"rauii [1.3] uicrmr pogAina, sr4sflaqerri n [H{7], mi
cKrra.qeHo 3 '?axyBaHHrM yl.ros $yuxqioayaannx ITC.
. flopx4ox erccnnyarauii saco6is 3axr4cry indropuaqii Br,r3'aqa€rbct

ui.qnosi4nulrn iHcrpyxqruu o6cryroayrcuoro n"pcorany ;3-,1,3.213 ypaxyBar{HrM
iroJro)xerrL ercn,ryarauifiHoi goxynrenraqii Ha siAnosiAni :aco6a [7].llopru{orc r'ro4epnisaqii icnyrovax ra BBeAeHH, Ao crfia,qy ITC Hosrax
rounouerrrir, naregenuli y tiAnoni4ur.rx incrpyx4ixx t3.3, 3.4.l.

Poapo6neui incrpyr<qii ra HacraHoBr.{ xopac:ryrauis ITC onacy}orr gii ycix
rareropifi xopr'rcryna.rir ''{oAo BrrKoHaHHr rexsororiwtr* on.puqifi a o6po6xr.r
iHrpopr'raqii n ITC, a4rvrinicrpyrannx ra o6c:ryroByBa'Ha KC1I, eKcmyaraqii
r(or\rrrrreKcy ra eneloreHris (cxna40erx vacruu) K33 e noei{ol\,Iy o6crsi 13.1 -3.7J,

Po:po6neua Tloicyuen:raqix ,'IoAo rrop.sAKy ni.qr:noueHru a6oHenris ao Iic e
N{eroro HaraFrH.r ina gocryny Ao nrepelri Inrepuer, rxa lricrnrr onrrc [oprAKy
nr/lHurouenrn a60neHri.r, onfic po:]rroAiny aignosigamuocri, nor"o"*narr",
o6on'rsxis ra ripaB oneparopa (ToB (MIPATEJI>) ra a6oHen:ra, r:lnoni rfopirau
3axBrr{ Ta a6oHenrcaroro 4oroaopy roqo [3.8

Cynporigna (ercunyaraqifi sa),qoryr'a
@opva ra :nicr rlopuy:upy I'I'C [6.1.] si
cr:raly JTC.

lloxyueur:aqix flIono

BtrMoraM T3 [i.2].
[I{Ai 1], peanbroMy

5 trQ,r .7 /rtr*-a'a'"t
#-'tli 70'c' n-/'',,'') -')c2",'-ty'tzuzz ?/

q
PL

runpo6ynarl ra
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opraui3artifiHo-po3noprtpra AoKyMelr.Tarlir I(C3I crJral{eHa rignoei,rglo lto
noro)KeHE, 3a3HaqeHux r [H!11]. L{x 4oxyveN'rauir [4.I,4.2] r"rimra,rr uarepia-na
3a pe3yJrbraraMr.r nporJeAer{fix nonepe.4nix urnpo6ynaxr ra Aocliffroi
ercnlyaraqii ITC, sa Bucr{oBKaMn, spo6.neur-mru Ha r.(Bo}!ry erani, npufiuxro
pirnenirx u{ono qpoBe,qen}rr Aep)KaBrroi ercnepru:ra I(C3I ITC.

Bci gorcyrle:nu, porpoGneni npn noby4oni KC3I, o$opvneai, yrrogNeui ra
latnep4x<eni BcralroBJreHlilvr noprAKorvr, rri4lro tsr4r{or [oJIoxeIIb .{IzEHOi
HopMarr{Bno-rparoroi 6ana r cc}epi T3I.

Balr+a'resi niAnooiganr,uicrl, rroBfroBoremrt, oOon'nrra ra npaBa
oneparopa (TOB <Af,.TI-IHBECT>) ra a60nenra, po:po6neni rlopmu rry-6riivrnx
Ta nr'rcbMoBHx gOrOaOpin g ao0uesrarraa [3.8], ruicr pospo6rieur,rx gororopin
siAfloBi.qae BuMor.aM |HAI 3, HI14l.

llocnyru Aocryny Ao r\.reper(i hlrepHer ao ITC Ha.qanrbc, inrepner-
qponafi4epou Brr'rloro pienn - TOB <PETH)) arigno Tloronopy Ns NR-304/lg niA
09.1 1 .2018.

3asuaqe[aMr,r AoroBopaMu sag'aqe'i rignoni4anrnicrb, noBrro'a)Kel{Hr,
o6os'rsicr ra rpaBa. r-iaBeAeHr{x iurepHer-npoeaii4epin ta ToB (dfiTI-I}BECT),
er'ricr pospo6leur{x AoroBopir nignoni4ae Br.rMoraM [HI13, HA14].

Ha TOB dfrTI-IHBECT> creopeno cryix6y ,u*r$ iasopuasii ra
npli3na{eso rigronigalurux oci6 3a 3axr4cr iHQopr"raqii [5.2]. npone.qero
BcraHoBJreHr4M n [H[10] noprAKoM uonepe4ri runpo6yaanua [5,3] (pesynrrarn
ri.4o6pair<eni r 4oxynerri [4.2]) ra tocniqry eo"nnyaiouiro XCli;S.4, 1.S1.

6.5. I$3 ITC riXnosigae Br.rMorr-aM T3 s qacrrani 3axrzcry si.q HCA:
. - Bce nporpaMHe ra auaparHe ga6egne-reH$s ITC npoincraaronaxe
(rctauoueue) Koper<r:uo ra ei4noai4no ,qo fionoxeub npoerrsoi .ra
ercnrrya'raqifuoi 4orcyltenraqii [?. I: 3. 1 ], e nparle3AarHr4r, u"*op"c"o"yer6c, 3a
trpr8r{arrejrHrrvl Ta 3 Aorpnr.faHnxu ri4noaigur.rx nirlemifiur.x ylroa;

- HaJraurryBanHr saco6ie 3axEcry iu$oprrraqii, trIo BXo.qsrB ,qo crgta.ry K33,
BI4KoHaHo ni.qnosiAHo Ao rroJrolr(eHb npoemxoi Ta er(cnJryaraqiftnoi aorcwemaqii
[ 2 , 1 , 3 . 1 ] ;
. - rrrixuepexenaE erpalr 3a6e3rieqy€ saxncr ITC ria MepexeBux arar< o 6ory

rcnerouyuiraqifinux rrrepex 3axalrBHoro Kopr.rcryBaHrur n o6cxsi, tr{o BirfloBi.qae
L7.tl;

- cpyr-rxqii, u-{o BaKoHye lrixuepen<eaaft erpau, ei4noni4arorr. nrauorav T3;* oprauigaqilir-ri rpoqelypa HaAanHr Aocryrry 4o in$opuaqifiriax pecypcie
ITC peani:onani ropexruro sriguo [1.5, 3.1];

- npoqe.{ypu r(oHTpoJrro ra 4irrur r<opacrynavin pealisoeaui KopexrHo
sri,{Ho 13.61;

goxylrea:rie sa KC3I;
* noro.{Hr.If, I(oHTpoJrb 3axr,rrq

noBHoMy o6cnai, :riguo rurr,ror [3.6].

- ITC e npar1e3.{arr{orc;
- o6crryrosyro.ruft nepcoxar 3uae B}IMOfr{ EopMaTr.rBrro-po3noprArrrTx

a ITC uponoarrrbcr B

AOK)&eHTIB Ta6.6. flepcoual ITC:qae
rrpr{ BrrKorrauni csoik
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cnyx6oBr.IX o6on'rsKis.

6.7. AHrnnipycnrE saxucr ganlrx,
Bl{i(oprrcrau}rrru ITC, ga6eue.iyerrcl ila
sRxr500 [2.1].

rqo nepeAarorrcx ra o6po6.nrror6cr 3
prBHl r\4i)iMepexeBoro erpaHy Juniper

B 4<lxyvteumqii :rnAoxya.{eHToBano Mero,qraKr4 ynpanniuHa anrueipycnlrlr
nporpaMHaM ga6esneqeH$rrN4 r ITC s npoqeci i{ urrarsoro <pynxqionyranHx sri,qno
uacrynHoro 13,71:

. - naJrairrryeauHs 6egnei(u anruaipycaoro rrporpaMxoro sa6eeneqegsg Ha
turix'veperreeouy er<paai ninnooigarcu BrrMoraM npoerirnoi 4olcyuenraqii f2.ll m
er<cnnyamr;iriuoi 4oryueurarlii r"ra aH.rranipycse npofpaMHe ga6e3ne.leslrr;

- ar-nueipycue nporpaMi{e ga6egneqenns ua uiNuepeNeaoruy expani
[ailarnroBafio ua uocrifise cKal{yBaur{r Mepe)xeBi.ix o6, eitrie;

- aHri,mipycue [porpaMHe ga6e:neqenHs e rtpar1eg21arfrnM;
an'ruuipycni 6aspr uosNEHi ouoBnrolorr,cr B noprAKy, BrtsarreHolry B

13.7);
- Jralne cacr:elfirui aguinicrparop rt{ae r,aorxnlrsicrt slnrialonarr4 cvcreusi

HanaffrvBaHHr anrl.rnipycnoro flporpaMsoro sa6egne.reHHrr na lrix*repexrenouy
eKpallt.

6.8. 3a pe3yrbraraMn nepeaipr<i,r Br4Mclr ,qo pirna rapaurif gcranoaleno
HacTylHe:

- K33 KC3I eiAnosi.qae srrMofal,r,qo apxirerrypr piunr rapaarifi f_2:- orrr{c apxirercr:ypr K33 I(C3I, naee4eurft r 4oxyrraeumx 11.2, 2,I1,
Micrr.rrb ueo6xigul.rfi ue$opua:rruzfi uo.fi cnnsamHui rerccr;-* rrrarepialrl npoeKTyBaulrs It33 KC3I vicrqrr ocsosui spoerrsi i
rexuiqui pitrreuur u1o4o no6ygonr.r qrax :aco6iu, ri4onocti npo crrrua
I{33 KC3I, <fyrrrqionynauH:r rr{exanisN,ris 3axr4cry, cnoco6n pea:rigaqii
nocnyr 6e:neru, Herpopvanisooanuli onuc rrrexa*isl\,{is sail.rcry,'xi
Br4.KopricroByrortc"s cni.rrtno ig K33 KC3I, esae\.ro.qii xoltuonemis K33
KC3I ra ,qo.qarr(oBxx rexsi.rsux 'ra oprari:aqifiHux saxo.4in u1o4oga6egneqeuux Qyrrqionalruux nocrryr (:a:ua.reui si.qoMocri
uane.rlerri e 4oxyuenri [2.1]);- Koru[or{enTr K33 I{C3I e niryrpiuruto Hec}ryepeq rrulwMx r€r
yrBoprororr, egnire .4iroue r1i:re;

- .KoMrroHelr.ra K33 KC3I y elro:i nosHicro peanisynaru BcraxoBfleHy
norirrery 6esnexu;

- crnaA ra glricr gonyueurin, ocrosHi rqroerrni i r:exuiqni piruenru
lloAo no6yAosu K33 KC3I eianopiaarcrb eaMoraM T3l

- K33 KC3I cxnagaerLcr 3 r(oMnoueut (vo4ynir), mi go6pe nusua.reni
TA CfrpoercoBani gtc l,raxcavalbHo He3aJre)KHi; roxnzfi g ronanoHeurig
I{33 I{C3I crpoerroBauuft ni.qnoni4llo Ao rrpuur{rifiy rraiuiruyrray
NOBIIOBDI(EHB;

- K33 KC3I nignorigae Br,rMorar\.r Ao porpodxz pirnr rapan:rif,
l-2:

- r npoqeci pospo6rr.r:
- gH3HaLreHi nci cmAii

AoKyMerrrax 11.2, 2. | ]);

t,
,li{-nt'**'5,ioun I o/utune."a,'' r\tr$'* -& +t)z, Ai/- ; ." t7rs"rurtu,t€/..- % A.l

C3I (ni4o6paxreui a
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- po3po6rer.ri, 3anpoBa,qxesi i ninr?rarrryrorbc, l) po6o.rouy craui

nuyrpiruni .qorcyMeHTanbHo o$opilneni 
"r""o,qax, .qirrunocri Ha

noxnir? craaii (o$oprrneui y sr,rnugi I{oKyMeHTy [3.1 _ 3.7]);- .qo(yMeHToBaHi sci e,anu rcolnuoi cra.[ii x'rresoro ur-r-r<.nv i ix
rpanu.rui BaMora (ei4o6paixexi B Aor(yMeuT:lx [1.2, 2. !]);- porpo6rrnx Nro;Ke noeHicrro KepyBara xoHtbirypaUielo rct: fCgt, u

Catvfe:
- pospo6teui, 3anpoaaAxeui i nigrprarrayrorbcrr B po6ovolry crani

.r{o*yMe'TotsaHi rr.reroAuru (onnc rexni.l'r.rx ra opra'igaqi[Hrx
:axogir) x{oAo nepyBaHnx xou$irvpauielo K33 IIC3I na scix
craAi:rx fioro xamenoro qarry (y siarrrAi gorylterr:ir [3. ] _ 3.7]);- 6a:osa cacreivra KepyBaHHr ro*sirypaqierc ru6"rn""yi KepyBar{H,
BHeC.HHTM 3MrH B anaparue 3a6e3neqeslrr ra AoKyMe'rarrirc K33r{c3r [3.3];- 6asoea clrcretra (epyBannr xourfirypaqieio rap rrye nocrifiny

nignonigric'm r'irr rrpoexrHoro'ra excnnyaraqiftHolo rord*aeuraqien ipea;dsaqiero noro.rnoi repcii K33 KC3l t3.l _ 3.71;- K33 KC3 r sianonirae B,r\'roraM ro nocliAonnocri porpo6xrz piaH.arapantiil f-2:
* yg, gralii po:po6rur T3 pospo6neiri $ynrrlionanrui cneqa$iraqii K33KC3I (y surrari gol?Menry [1.2]);- uagaui tpynrcqio_xa:irni cneuurliKaqii nrunqalo* ue$opnadsoranafi

onuc noliluxr.r 6e:neitu, rqo peaairyer:rcr K33 I(C3I [i,5];- uorirfixa 6e11e5-r,,yi_ctari, nepenix i onac nocJryr 6esneril, r4ora.qarorr,cr K33 KC3I [1.5];- ua . c.ragii pgrpo6xu pospo6nenufi He$oprvranieoralrufi npoeKr
apxirerrypr I{33 I{C3I (ei.qollocri a}qo6pa;xexi n aoryuenri [2.i]);- qpe/tc'raBJrennfi npoext uic'ru,nr nepe.rrix i onlac rounoHe*rris K33KC3i i tfyuxqift, rqo pea,,risfomcnwumu [2.1];- pospo6neuafi geranrHrfi rpoe*r K33 KC3I, srafi uic,.um nepelir
siix r(ovnoHesria K33 KC3I i onuc $ynrqioHyBaH'r *o"ino.o
lrexaui:lry (eigor',rocri aigo6paxceHi s,qoKyMeriri [2. ]l);sa rcox<niE craaii porpo6rcl (ripoercrynauu;r) icaye roqnzft onuc K33
I{c3I i iioro peaaisaqis ro.rso niAnori4ae 

"*igtrnon Bri}roraM Ta
noliruqi 6esnerfi (rigorvroc.ri nigo6panrerri r aoryrraenri [2.I]);- K33 KC3I gi,&nosiaae B,Morai\'r Ao cepe,qoBurrra $yHxrlio'ynalrun pi"nxrapauliil f-2:

* e B HarB'oc:ri i uaronyro:rrcn incrpyruii i*cma-sqii i ilriqiadsaqii K33
KC3I, y IKHX onncyBani yci napaverpri xoH$irypyBaHH, i Moxrursi
o6uexens.g (y crcnagi .qoxyNreury [3.1]);- nepe46a*rerio ueo6xi.qnicrr, 3acrocyBa*Hr opraHiraqifi aux i {iravl*rxeaxogie 6esnexn, rxi rapauryrorr,, qo fiporpaMne sa6esneq&r's K33
KC3I, xxe Br,rKoprrcroByerscs, eianosi,qae 6esne"ruifi xousinypaqii(caxo4u n:i4o6paxeui n 4oxyrrlenrax [2.
nepe4oalieHo 3acTocyBaHHJr q)l3wrHllx 3axoAtB nprd
KoMnlJrrqll fiporpaMHoro rqo ua6ip
MeXaHBrr4lts 3aX{C'fy Br43HaqeHy
Aerarr,Horlry npoerri no

B
B:anporagxenui
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ronnorvry o6cxsi ra Synxqionye r<opex'rno);
* arraparue ra fipol-paMae sa6esneqeuufi K33 KC3I. ,Ke

Br.tr(opr.rcroByerrc:r, oignosigae oelllle.rHifi xou$irypaqii ra vicrnrr sci
ueo6xi.uni *rexa'risraft 3axr4cry in$opr'raqii, xr<i pea.nisyrorr, BrBHar{eHy
noairrmy 6eene(u (saxopr.r nigo6paxeni r qo(yMerrai J3.61;;- aaco6u iacranxrlii renepaqii i,sanycny It33 KC3I rapanryrorr, ruo ix
excnlyaraqix florruHaerr,cr s 6esneqqoro c:rauy (raxoga si,(o6paNe'i
r 4oryueuri f3.11);- I(33 KC3I ei.qnoci4ae Br.iri.{olaM Ao goxyuerraqii pirux rapaurifi f_2:- /tuxy,ner rr arlil uignonigae 3ararbHuM *upunrapr"r, nunn,
o-co6ru*-o,c'nu ra pearrr,HriM yMoBaM :rexso.norifi o6po6ru ix6opMaqiiK33 KC3r [1 -',71;

- B.qoKyMeHraqii naregenr,ift ouac flocJryf 6esnera, u1o peatisylorrcl
K33 KC3I [2.1], nacraaoera aAnrigicrparopy qo,qo no"ny, 6.rn.r.lr
[3.1, 3.3 - 3,7], aacrauoBr4 r(op]rcryBaqaM rrloAo nocnyr 6esnexra [3,2];- n onuci Qynrqiri 6esnexz nururaleili ocnonui, rieo6xi.qrd 

- 
ansnpaBlurr,rroro BlrKoprrcrar{E nocJryf 6enena, npr4}rqnrrr4 norirraru

6euexu, u1o peani:yerrcx I(33 KC3I, a raxox car"ri uoc:ryna [2.1];- Hacra'oBa a,4viuicrparopy qo.40 uocJryr 6esueru lricrsrr 
-onuc

gacoois incraruqii i sanycxy It33 Kc3I, onqc scix Monsrr.rBr{x
uaparr,rerp. in rouQirypa^qii .nxi -uoxytt Br{Kopr.rcroByB arvcx B npoqeciincranx[ii i sarycKy K33 KC3I, ouac saac"agocrefi, sri *o",yri 6ymnaxopncraui 4n.:r nepio4uvroi'_oqiura npannlruocti $ynr<qioHyaaaurI(33 I(C3I, a raKox iucrpynqii ir{oAo Br.rKopuctann.s aAraixicrpuropo,
nocnyr 6elner<N 4rx ni4:rpuuru norirr.rrra 6elnexr [2.1];- cKnaA i svicr qnx goryueurir r"lo>xe ga6e:neurara o..rirynalraf pineul
raxlruleuocri iu$oprrrauifiuux pecypoin K33 KC3I;* HacraroBrr Kopzcryaarry. uoAo nocJry,: 6egnerr uieuru iucrpyruii
r{o,qo tsrzKopr.rcr:aunx-_$yxruift 6esnercu qeproB[M inNeuepoJ 1nea4naiuicrparopoiv0 [3.2];- cxJraA Ta 3r{icr utrx goxyrlrenrin aiAnoei.qarorr nigotuocruu,
uane4eHun r T3i

- l(33 KC3I sianoeiAae BnMoraM go nunpo6ynaar piaux rapanrifi f_2:- sr.rgHa.rewi npoqeAypn recryBanrrr K33 KC3I, neo6xi4le oro.{enns ioco6:runi yMoBa, piueur 4erali:aqii nporleglp uunpo6ysaur,, qo egocrarllirraa llJrr Hacrynxoro rroBTopeuu" n"opo6ynonl, onucauiovi ryr:arii pe3ynr,rarr.r KoxHoro r:eory [4. 1 1 ;* pe3yJtbrarr.t rznpo6ynaur .r{o3Bolrrrorb oqirurrr.r peiurbqy
erperranric.rr i uoruory npoBe.qenr.tx ranpo6y'aur, ix niAnoBi4nicrb
nporparrli i uetogzqi, a ra(o)K, npz nbo6xi4nocri, opralriryranr
flpoBe.qeHur Kor{TporrbHr4x eanpo6yeanl [4.2] ;- porpo6unnou ycyueri ra nefirpanisosaui rci slrrBreHi nor4recryearuri <c,ua6xi lricqr> i Br{r(ouar{o noBTopHe recryaannx K'33
Nr,Jr ,4rur nrATBepAiKerrn.fl Toro, t{o ra_aa.ueni re4o;riru 6ynr.r ycyneni i
ue 3'rgznuc.g fiosi <c[a6xi r"ricur>l

- cKJraA Ta 3MICT ULfX AO
HaBeaerrr4r\,r n T:3 [1 .2].

a. .t t'/?"-zt 
.l A/-zzt zt.,t-t. . <; u

' /) t ,y ' ,an4f -fOE ,.#, i  -
{ta-u,lbrcat :f. rO.
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6.9. 3a pe3yrlr,raraMIr nepeaipnu K33 ITC sa ri,qnoaiAsicrb at{MoraM no
3axuc.Tv iut[oprraaqii ni,4 rarpoa necanr<uioHosaHoro loc'ryny BcraHoBJ]eHo, Lqo
I(33 ITC Koper{ruo pea.nisye nocryru 6esnele.i U{A-l, ItA-2, UA-1' UA-2, AP-1,
AC-1, I[3-1, AB-1, HP-3, I{t{-2, I-IK-l. HO-l, HLI-1, HT-2}, cueuat}ir<aqii rnnx
sx:Ea:regi B Hn T3I 2.5-004-99, niAnoaiAno Ao BI{IvIor T3 s ypaxynauuxrvl
oco6rssooreft ix pea"xi:auii, Bla3flaqeEax n npoett:nrif goxyr"renraqii [2' 1].

Bigonoc'ri ilro4o peani3allii QynxuiouanlHM ocryr 6esnexn nignori.qHuut't
KoMrouegTarvrr4 K33 ITC HaBe.{eHi sra6n,2,l,

3a pelyrir,raralrra nepesiprcrl Qynrqiouantnux nocJlyr 6*nerr.t BcraHoBrierto
HacTynHe:

6,9.1. I{oNnafi o6'ext-ltopracryBarl Mae nacrynrti atpn6y:rn l2.l (n.2,7.4)]:
Atpa6yrauu Aocryly o6crryroByloqoro {epcouaJiy, trlo Bltl(opl{croBy}orirct

rlt npoBe/{eHns ilesra4rircartii, aereurzQixauii ra anroplrsaqii saco6aMu K33, e:
- yt'rorur.lft igeirrrdrixarop r ITC (loriu);
- rrapoJr6.
Ocuoeur,rrvrr4 arpu6yraltt Aocryny a6oaeHtin, rqo BnxopacroByfor;ct AJII

npoBeir1eurr igeHru$iraqii, aerenl.rdrirarlii ra arropraoaqii saco6aMra I{33, e MAC-
agpeca ix Mepe)r(eBoro o6la4nanux.

Arpr,r6yrarrrrz iii$oprnlaqiiiurax o6'erria, utro Blir(oprlcroByiorbct xlifr
po3MexyBaHHr AocTy y:

- g:rx xoxQirypaqiizurx {raftnie - iu'r, posurrzpeuru, arpr6yna Aocryrly
(uarauu, Nlogu$iraqir, sunrqexrr);

- .qJrr TpalISHTHr4X r\,{epe)r(eBlrx o6'eI(TiB - cnltcoK ynpanxiaur AocTyrfol\,l
(Access Control List, ACL).

Arpr,r6yrav u roKaJrEHHx npoqecie e:
- Ha3Ba BrrKoHyBarroro nporpallHoro Mo,{yJl-{;
- i4eururliriarop npoqecy B orlepaqifiHiii cuqreui.
A'rpr6vranu r\{epexeBHX trporlecio e:
- rl4rr MepexcBoro nporoxoJry (vepeinear,rfi nopr);
- IP-anpeca A)r(epena;
- IP-agpeca npufi rrla,rruuxa.

6.9.2. B pa&rKax pea:risarlii Syrrxtliotanuuoi nocnyzu 6esnexu <zu-l> K33
ITC sa6esneqye ynpanrinrs AocryrloM l\{epexeBnx npoqccie Ao 'IpaH3rlrHrrx
MepexeBlix o6'ex'rir sri.(Eo araEToBaHLrx AJrr Hrrx curacris ynpanninux
Aoc?ynotl (Access Contol Lists, ACL) l2.l (n.2.7 .6.1):1.

K33 saificuioe ynpan.niuru NIepe)KeBuMH npoqecaMl{ ta poslreNosye ix
Aocryrr Ao rparr3rzTHHx rvrepex(eBlrx o6',eKtis na. niAmasi arpz6yria [poqecy i
3axr,r!treHoro o6'erra, Ba3rrarrenux s n. 6,9, i.

YnpauiuHa npaBal,ilr Aocryny rpaH3l4THr,tx MepexeBux o6'extiB
:Aificnroemcl cr4creMllnM a.ErvlilricrparopoM B
niAcraui nparlur ynpanninux,qoc'Iyuoirl,

K33. crna.u rKoro HaBeAeuufi s M6n.2.3 aocrylry
Mepe)KeBrlx npoueclB l1o Tpafi3r{Trr}fx M
rlpaBr4Jr po3MexyBaHr{r .4ocryny, HaBeAeHux B

O/t*'u).a'a,. .
ve/a 2,,4t12,,, -

:fi$'.s
[ff'"'lt*'*n

ic:-.,.rzf ca.sta- 9/

oaiAlrocri Ao
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I(33 uaAae uoxtnngicm cxcreMi{oMy agrttiniotparopy BcraHoBJIIoBarlI
crnrcriu r(oHTpoJllo roc'ryny'faKHI\l qulloM, ulo6 gugHaqutu xormpertli tvtepetrceui
Eporlecr{ i/a6o rpyna npoqeciB, txi Malorb rlpaBo oAepxyBarra iar}oprrnarlilo ni.4
o6'exT ig.

Cr'rc'reusi a;lvrinicrparoptt ra .reprosi in>xeuepu uaroru o6lixosi sanlacu ua
Mepe)r(eBoMy o6naAnasni ta n oneparlifinux cl4creN{ax po6oqux craugiil
o6crryroul'ro.roro nepconalry. Vnparriunr raKtIMI4 o6tironraun 3anl{caMu,
rpynaNrr4 o6niroenx sanncis ropuc'ryaavin ra ix npanauL Aocryrry ua pinni
o6qacrnoBar!,Hoi Mepexi I'IC sgificr-rioetLct cucreMlrl4m aguiHic'rparopou [2.1
(n.2.7.6.1)1.

flpaua .qocryny ,qo Kox(Horo 3aliurrleuoro o6'erta BcraI"IoBJIIoJo?rct B
rlroueH'r fi oro cruopennrr 12.1 (n. 2.7 . 6.1)).

llpn erccnopri rexuo,:roriqsax o6'exrie Mepe)i(eBoro o6naglrannx ITC y
niarurgi o6'errin {raf,.rroeoi c}rcrer{rd ix urpw6yru,ilocryrly ne r6epirarorr,cn. [;a
iunoprooannx rexrororiqsr4x o6'eKris Mepell(eBoro o6,xagnannr ITC
BcrauoBJrroro'rl,cr HaJraturoBaui panirue npaBa Aocryny 4o ;ipnorignoro rnny
o6'exris l2.l (n. 2.7 .6.1)1.

6.9.3. B paMKax pea.riisaqii rpynto,liouanwoi nocnyzu Sesnexu KAA-2> K33
ITC sa6esneqye ynparninux AocrynoM Mepe)KeBLIx npoqecia ,(o rpaH3lrrultx
Mepell(eBlrx o6'errin sriAuo iralrauroeauux AJUI I{J{x cnucxis ynpaariuux
.qocryrroM (Access Contlol Lists, ACL) 1.2.1 (n.2.7 .6.$1.

I(33 :4if,cnrce ynpanrrinnr Mepex(eBr4Mr.r npoqecaeru ra po3MexoBye ix
AOCTyrI AO Tpan3uTrinx r\4epe7r(eBr,rx O6'eXriS ira niAcraei arpn6yrin npouecy i
3axuruenoro o6'exta, Br{3xaqe}rax r n. 6.9.1.

Vnpaerinnr npaBaMr{ Aocryny rpaH3HTHIzx NrepexeBux o6'eKrig
tgificmoerr,ca cficreMxr,rM agrvriuic'rpa:ropoM B [opq4Ky, Brar{aqenol4y a [3.1], i'ra
ni,qcraei fipaBr,r.Jl yupaanixx.r AocryrfoM, nare.4enux a [1.5].

K33, cxnag sr(oro HaBeAer{fi}"r B ra6JI. 2.3, s4idcuroe po3Me}KyBaHHr Aocryny
rr{epex(eBr.rx pouecin .qo rpaH3r{Tflflx Mepex(eBr4x o6'exrin y siAnosiAuocti Ao
IIpaBIzn po3lvlex(yBaHHt .{ocTyny, HaBe.&eHlix s [1.5, 2.1]

K33 ga;qae rvroxrrrsicrr cr{crelrHoMy a4r'',liHicrpa'r:opy BcraHoBJI}oB€lrH
cnl.IcKl1 KOHTpOJTTO AOCTyny TaKfiM rrHIrOM, 11O6 riaSHa.rU:nr rOlUcperni ruepex<eei
Epoq€cr{ i/a6o rpynu npoqecin, sri uarcrr npano rr,rogn{rixyBarr,r o6'erra.

Cr.rc'relrrri a:trurinicrparopu ta .reprori inxrenepll uaroru o6.niroai BanItcH Ha
r\.{epexeBoMy o6lagnamri Ta B onepaqifiHl4x cl.icretr{ax po6oqfi}( cTaIrIIifi
o6cnyroryrouoro [epco]raJry. Ynpau;riuua raKItMr{ o6rlixogault 3antrcavtu,
rpynai\{u o6nixos}ix sanr4cis lcopucryaauin ra ix nparavr,r Aocryrry Ha pisai
o6.rucnKrsaasuoi rvrepexci ITC rliiicrioerucfl cucreMgrM aAMiHicrparopou [2,1
( t .2 .7 .6.1)1.

flpara 4ocryrry Ao r(olnnofo 3axxlqeuoro o6'e(Ta BoraIIoB.IIIoIor!,crI B
MoMeHr rloro c:rnopenn n l2.l (n. 2.7 .6.4)1.

I1prl excnop'ri texuolori.runx o6'err:is MepexeBoroo6;ra4uarma ITC y
uarurgi o6'ei<'rin $afinoeoi cncreMl4 ix atpu6yru s6epiraro::rcx. ,{xa
iunopronauux rexnonoricur.{x o6'eKTie l l \ -

BcrarrotsJrrorolbcs EarauroBani padure rpana
o6'errie l2.I (n, 2,7 .6.Q1.

;l t'*.," -l t/t'"''t'z-'O"-'A'qi, ,,"q1'_ -rc4 . u{-'*) '
r  11)6 , r , rubr tzz  /

iftlik;
aignoro truy



t 9

6.9.4. B paur<ax peari3aqii (4turuliouanouot nocn)teu 1esnexu (KA-2, R3g
ITg la6e-snexye po3Mex(yBanur Aocryny o6clytoayovoro nepcoHary Ao
ir(lropr'rauiiluux o6'er.riB, tilo Micrrrr, rexuolorivHy ix$opuaqirc rcorranorie'ris
ITC, le taxi o6'exru :6epiraro.rucl ra o6po6lxrorisca [2.I (n. 2.7.6.2)1,

Mo>xnrzsicrb fiepernr.qy qrax Aau]rx uaAaerlcr o6c,ryroryroloro flepcoHalry
ITC Ha ni4craai npaB Aocry'y KoxHoro Kopr.rctyBaira, arpr6yrir rcopucryaava i
3axatrIeuoro o6'exra, Br43gaqegr.rx e n. 6.9.1.

VnpauliHnx npaBarvrr4 .qocryny o6clyrocyrouoro nepcoEany :gificlrloerr,Cl
cr4creMHr4r'v{ a,4l'ri:ric:rparoporlr B noprrrKy, Br,r3HaqeHoMy n [3.1], Ha nigcraai fipaBr,rrr
ynpanninua .qocrynor{, uaregetr.rx n |1.51.

K33, cnnag rKoro HatseAeH ufr. a ra6r.2.3, s4ificlrroe po3MexyBaHHri Aocryly
xopacryeacir 3 poJrflrllll <rcrcreii,Ilruft agrnriuic:rparop>, <geproanf inxtenep> Ao
Brracnrx .rcoir{rirypauifiurax HaJrarnryBaHb I si,{nosi.qgocri ,qo npa sr{Jr
po3Me)KyBaHHr Aocryny, HaBeAerrfix z 1.1'.5, 2.11. K33 sgificHroe poann"roy"a"un
Aocryny go o5'err.ia 3axucry ua ni2lcrani ponefi roplrcrynavir i rpyna, Ao srcoi
rigueceao o6nir<osufi 3anr.rc! rqo scrauosJrer{i cprcreMnrirlr agroriuicrparopor,,r aa
piel.ri o6uracnroranr,uoi nepexci ITC [2. 1 (n. 2.7 .6.2)].

cuc'reuni agruinicrparopa ra veprori inx<eirepa lraro.rl o6rixosi eanricr. Ha
Mepe)r(eBoMy o6ra4uanni Ta B onepar{ifir*rx cucreuax r:o60.rEx cranuii
o6clyronyrovoro nepco'ary. Ynpamixru TaKr.rI,r4 o6nircoanM' sant4ca*u)
rpynaMr4 06nironiax ganucis xoplrcryra'rin ra ix rpaearrarr Aocryny ria pinxi
96v1gnry1a:rruoi vepexi ITC s.{ixc'}osrr"a cscrerrriuu a4rvriiricr:panoporr,r [2,1(n.2.7.6.1)1.

flpasa /tocl'yuy .r{o Kox{Horo 3axnrle'oro o6'exra Bcra;roBnrororscr B
MOr'reHT fioro c'reopenu-rr iurarHr{rvru gaco6aruu Mepe)KeBofo o6.naguannx [pr4 fioro
po:ropranui 'ra HarratrryBauui cucrevnzr'lu a4rrtiHicrpar opa*ru [2.I (n.2.7.6.2)].- 4;rr o6'errie raxlrcry, rqo e o6'exlarr,ra tpafinonoi cl.creMr,r, _ npaBa
BcTar{oBrrrotorr,c{ turar}1t4N{r.1 saco6aMN onepaqifiHOi Cr4CTe}vr}r npr.r creoplsHi
ni,qnori4uux $afinie;* AJir rexHonori.rnoi ia$opMairii - rpaBa BcTai,roBJrroror6cr [rrarH].rMr4
sacodarua MepexeBoro o6:ra4aauru rpa fioro posropranai :ra ualaru'rynaHr.ii
cacrer\{HuMr4 aguiaicrparopaur.

_ llpu 91c1opri texsororiqni.lx o6,ex.rin cepBepnoro ra hleper(eBoro
o6.na4nauna ITC y rurnxgi o6'er<riB $affnoaoi cncrerrtu ix arpu6yrn Aocryny He
:6epirarorr,cx. .{4r iunopronaunx rexuonoriqnux o6'ercria 

""puaputo.o to{eper(eBoro o6nalnaHru ITC ncragosnro}orbc{ Haaatr:rogasi .paniure npasa
Aocryry 4o ni4nouignoro rr.rrry o6'exrir [2.] (n.2.7.6.2)].

6.9.5. B parirr(ax peaniaaqii tltlurc4iouanunot nocflyett 6esnexu dIA-|,l<3g
iT9 sa6e:ne.rye po3Me)xyBalrr{rr Aocryny o6cnyronyororo nepcouairy Aoiu$ol:rrlaqifiHrax o6'er<:rir, rrlo uicrxrs rexsororiqsy inil opNrarlip :rounoneruir
i'IC, ae raiti o6'exru :6epiramrr,oa ra o6po6lxom u [2.1 (n. 2.7.6.3)].

Moxrrtrsic'rt rtrolNrliirartrii, crBopeuHr ra Br4laJrengr rlr{x Aarrux Hanaerbcrr
o6clyroeylo.rovy nepconary ITC Ea ni4crani npas Aocryfiy Koxxoro
Kopr{c'ryBaqa, arpra6yrie rcopacrynava i
n . 6 . 9 .1 .

Vnpanniur.u [paBaMrr ]Iocryfly
ci.rcTeMtrr4M alr\.rlHtclpaTopoN{ B nop.[A(y,

o6'erra, Ba3HaqeHl,lx B

rgificnrccruca

{frcu.'4uzr* % 4

Ha nigcrani npaBnJr
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ynpaBJrir{Hr AocryrroN.t, rraEe,qem.rx B [ 1 . 5].
K33, cxnaa rKoro HaBe.ueHr.rf s ra6n. 2.3, egificHroe po3N{exyBaHH, .qocrynyt<optictyrauia 3 poJrrlvrr.i <Cuctelmuft agvinicrparop>, <rleplorai iHx<enepr> go

BJTacHr4x ron$ir1,pauiir,I}x Hairarr]T]BaHb y ei4nori.(uocri )Jo npanNu
po3r4e)KyBalrHr Aocryny, rraBe.{eurix a [1.5, Z.l]. K33 :$ficHroe po3l,rer*y"urrnn
Aocryny 4o o6'exriu 3ax,4cry Ha ni.{c.raei ponefr ropnc.ryearin i ipy'r.1, 4o rroi
nigneceuo o5niroevfi 3a[zc, ulo rc'ranosre'i cxcreMullM aarrri'icrparopou ua
pirni o6uuclrorantuoi vepexri ITC [2.1 (n.2.7.6.3)].

Clrcreuni ag*riuicrparopn ra .reproni iux<euepa rr.rapru o6lixoai ganucn Ha
r{eper(eBoN4y oo.nagxanxi Ta r onepaqiftuax ci.icreMax po60vax cranqiE
o6cryrony*'ioro nepco'any. v.npaminnx raKI4Mr{ o6nir<onavu 3anl,IcaMa,
fpynaMr-r o6rinonax sanucie ropuoynauio ra ik npaeaua Aocryny ra piaui
96v-ug.rqopgrnoi nepe;xi ITC srd*c'roerrcr cracr:en*rau agrdlriciparoporrl [2.1(n.2.7.6.1)1.

flpana ,rloctyny .rtro Kox€oro 3axrnqegoro o6'erra BcragoBJrrolorbcr rl
MOMeHT fiOrO Crropenm r[TarIIl4MrZ gaCO6aUrA MepexeBoro o6.na4rianra upa ftoropoeroprauui ra HaJrarJrryaan'i crzcrerugr.rr.la aAr,ainiurparop auu l2.l (n.2.7 .6.3)):

- flpu encnopri rexsororiqsax o6'exria cepBep'oro ra MepexeBoro
o6raguauux I'l'c y nnrnx4i o6'er.is tlrafinonoi .a"""*" iri arpu6yru 4o""yny n":6epiralorr'c:r. {rix iwoproBaHr{x rexgoJrod.rsrzx o6'ex'ris 

"eo"eogoao 
,u

Mepe)KeBoro o6nagranul ITC scraHonrfiororgcr r{alraurtosaHi p^aniue noaBa
.qocryny Ao nilnouijnoro ,rlrny o6'extin [2.I (n.2.7.6.3)].

6.9.6. B par4Kax pearisarlii Styuxtsiouanwoi nocnyeu 1esnercu </fp-r, K33ITC sa6e:inevye Mox;rneicrs ynpar.nixar o6cffolt pecypcin ITC, u{o ar.rgirxrorrca
*l,1ll*):160 rpouecy. lJp rocnyra po3noBcloA)Kyerr,c, ua nacrynni pec)?clr
ITC [2.1 (u. 2.7.6.5)]:

- rirn xicrr, oAHorracnr4x ni.qKffgqefir a6oHenriu;
-. o6menceung. xititxocri olnoqacrux cecifi a6ouenrie;
- fiepefycKxa agamicrr xaHaris nepe.{aqi Aar{}rx, qo peadeyrorrcl ITC,
Hanerelri o6iue>reirlrx Ao3BoJrrrlor' safio6ifrla rr€peBa'TaxeH']o Mepex(eBoro

o6.rraguaurx ra e6eperrlr npaqee4aruicrr ITC e rntovettr:r, nixoeoro nu"u"rurr,ar,.r"
Ta flplr fipoBe,4er.rni iurf oprvrailifurz x arar, cnp.r{1{oBaHr,rx }ra 3r{I{xer{H.f, crifixocri
o6clvrouyaauux.

o6uerxenrn uloAo B'r(op'lcralrHr oKpeMVr{ Kopfi cryBaqeu rala6o flpoqecoM
o6csrir o6qrc*osanrFrzx pecypcin ITC a6o xinsxocri od'exris u"rurrou,i*ro"u""
cricreMHr4M aAr'rinicrparopoM B [opr.{r(y, HaBeAeHoMy r [3.1].Cnpo6u xopucryaa'rin [epeBr{rqurlr scranomelli o6rr.rex<eusa Ha
Br,rKopr.rcrar{E pecypcin peecrpyrorr,cf, B cr4creMr{orvry xrypuaui lZ.I (n,2,7.6.5)].

69.7. B paMr(ax peani:aqi'i Qyurcqionanauoi nocayeu 1esnetan <,qC_ l > K33
I'fc ga6egnecye criftrcictr, 4o aignaor oKpeMax KoNrnor.reriris ITC 

'y 
alrna4xy

Br,uMoB-h ci4cjfer\4pr eJrer(rpoxr4Bneuux Na reprraiu Ao 30 xnanrs 12.1 (n.2.7.6.6)1.
Crifr<icru go nigrr.ron 3a3iiaqenl.rx roMnonentis

Bnxoplrclanu AiKeper 6esnepeSifinoro xrlBrennr{.
Bigruona 3a3naqeunx rcortnonenria He

rloclryr, E(o Ha.qarorr,cr afiosenralr.
Texrii.rqi sacoSu K33 iraarort gaco6a

3a paxyHon

nf/f::*-r '#;;ru;R&
Q6"t^'t'/t't't'* // /3 '

:1S,
F. rarr-4BO.trITTL.Af,!!:

onosiqealrx
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a,$.{il.ricTpaTopin npo ligrvrony c[cTeMr{ eJreKTpoI{.1tsreHt"rr.

{o4a:rrouo Meper(eBe o6la4nauHa ITC peaairye Mexairisnrx o6po6xNMepe)(eBr'rx nareris 3a Br.r3uaqerrr4Mu rpiopureTatau, u10 :a6e:uevye cdfiricm raHa4iiiuicrr nepela.ri intbopr,rauiji a6oueuris [2.1 (n. 2.7.6.6)].

6'9.8. B pa'4*ax peanisaqii (p'-rK,rioHarbHot nocnyeu 1esneru <gB-r)) K33ITC ga6egne'rye uo>rcuraicrr ai4Honrenua npaqes4arnocri nignorigHaxKoMnone,r ITC [2.I (n.2.7.6.t)]. Anronaa:nagorane ni,quoenent, npoBoAr{rt c, yruna4xir g6oi'n s po6ori. cr.crel{Horo nporpaMHoro sa6esnevenua; AJ* rrboroBr'rKoprrcroByrorrcs ulTami :aco6x rignoeianrx ouepaqifiHirx cr,tcteu uepelKeBoro
:gjiT:,"* ra onepaqiftaax c'crer\{ EOM; n i'ur.x sana.uxax flpoBoAarbcn pyqHeBtAHOBrelrru npaqe:garHocri, rre agiiicHroerbcfi ruJlrxoN{ sanaiurz n"cnpuu"o"oo6r4qnau'a (is AorpuMan*rM Bl4Mof .(o peaaisaqii {ocrrym{ Nro,qepi{iraqii (A3-I>)
ra nignosneHu:r ia<lopuaqii : nignoni.4lrlrx pesepruux xouifr.

BiAuoer.r rexsi.luNx gaco6ie :i cr<na4y ITC ycyaalorrc, urrsxoNr gauiHn naanarori.rHi a6o irrrrri uo4e;ri, *xi ntaprr npafinrrai xapaKreptrcrura.
- Creopenlu pe3epBrrr4x xonifi xou$irypaqi;irrux $afiris Mepexesoroo6lagHauH;r :.qificnperrcx ruJrrxoM xoniroeaHHrr cricreMrir{rr a4uir.licrparoporrniguonl4uax xoutlirypaqifisux $artrnir go aignoni4no"o o**oru ioOo"**craa4ifi o6cryror:;novoro nepconiury [Z.I (n.2.7.6.5)]. 

--r r--
V cxlali K33 OC. po6ovlrx rrlicqt o6c-ri,rzroryro.lorc nepcosaury icN,,lots;ioriqni uo,tyni, lto peanisynr oynxuii nouiropranry, xrci n'acnigolr 360is a60ropy'ue'Hf, qinicHoori $afiroarax cuoreM (crrcrer,ani tparau, oionior.*" ,,HarraurryBaHHr oc, nc'rauonnene fI3) flepeBo.qfiTb ]3iAnoaiAHr{i xorvmoneur K33 gocralry 3 rtpratrxaeuarM o6clyroayeauu.r, 3 ,aKofo noBepr{yrr4 B pexr{Mr{opMaJr6Horo tfyr-nc4iouynanrrr Mo)r(e Koprrcr}-Baq s a4rnriuicrpan"urroro poooo uuAonoMororo p'.qsltx (lleaoroua,rrsonauux) [po(eAyp. Mexani:nrn- gaco6is

po3MelKyBafinr Aocryrry K33 OC nalaroTb }aox.rl}rsicrb noBepner{H, AOl{opManbHoro {ynnqioHynan'r *rJrf,xoM nepe3aflyc*y nignoniArax nlr,ruoxerniraoo rx Bl,qHoBreHHr 3 .ncparHBHr.ix ra apxinHrx pe3epBHr,lx Xonifi lnrue nicnrni4rnepsxeuux cucreMHr4rvr aArainicrparoptv t2. r (n. 2.j .6.8)J.
V cruagi I(33 rr.teperxenoro o6naAnau*, i""y*r" 

'loriqiri 
MoAyri, rltropea-ni:yrcrr rlyrricrlii noHiropr,rrry, xxi aaacd4ox ::6ois a6o ropyue'r{, qiri."o."r

T__9q 
(cucrervrui {raii-nH, 6i6riore(a ra nanaurryuuurn" 

'oc) 
nepeso4xtrBlnrlorJr.(Hnlr KoMrrolleHT K33 ,uo cralry 3 npHnlirreHr{rM odcrryronynaunu, . 

"*o"ofioBepryrr4 B pexr.rM HoprlarBuoro <fylrxqiouyaaur, Moxe .Kopr{cryBatr 3allriaicrparun''oro poffr'. 3a_ noroMorom pyquax (ge antolrarr.rsonaurEx)lpoqelyp. Mexa isnta saco6ir posuexynanHa ;locryny K33 Mepex(eBoroo6na4uauru l{aAarorb Moxrlrsicrb no".pH."n" go *opr*"iuoro QyNrqioayranHrrrlJltxor\.{ nepe3anycKy ni4uoni4uax xovnosesrin a6o ix silHosreHllq 3oneparlrBHux ra apxienNx pe3epBulrx ronifi naue nicnr nigrsep,qxeHn,clrcreMrllft{ aglrinicrparoponr [2. 1 (u. 2.7 .6,9)].
llop:rgon Br.rKorraHHf, npoqe,qyp ni1uouenna npaue3Aarnocri ITC mistlopr'raqii, a Taro)r( rroBuoBax(errH_{ .4o nignorleuuxiN$oplraqii, ra rporleAyprz noBepxesr{, ITC ao

slgHaqerr4ff n ericnlyaraqifiuili 4oxyrrreuraqii [3.
Bignon,renHr npar{e3rlarxocri :4ifi cnroeir<

noprArqy, Bn3sa qenoMy B iqorq,Mer{rax p.4, 3. S).

, u4-rlr"u' )
.-- Ju?'n -f CA
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6.9.9. B paMKax pearri3arlii Styuxtliouaaonoi nocnyzu 6esnercu qq3_1, K33
ITC sa6*ne-rye rvtoxJrr.rBicrr r.aoaepHigaqii cr{creMroro nporpaMfioro
sa6egne're.Hus, fir(e Mo)Ke 6yra ouorrieno 6e3 nepeplrBartu o6c.rTyro"yu*""
l2 . I  (n .2 .7.6.8)1.

Mo4epriisaqin inuroro nporpaMuoro :a6e:nevennr, y roMy .iucri i
oHoBJreHHr anruinipycnr.rx 6as aurnnipycHoro flporpaMroro ga6esueLreHHr, a
Ta(o)K alaparsoro ga6euevenru ITC, He Bnrr{Bae ila rexuoloriro o6po6rra
igQopuaqii a6o pirenr ir saxrarqenocd. Tax, enmovenr.rr Ao cKirary *o*oor.u*y
ITC Aoga:rxonnx orrrgtrr{b igenravuux a6o a'arori.nrr.rx :a cpyrxqiosaxsnul,r
npr. HaqeHHrrM rexHi.luprx sacodis (aa yuoan naaeuocri y o6la,qxaux.a, rqo
sauimoemc-n, eKcueprHoro BriclroBKy 3a p$ylr61?Taure gepx<aanoi eKeneprr43n B
c$epi rexuiugoro 3axr.rcry inrlropMarlii) agificurcerrcr y BrirraAKax ueo6xirnocri
po3[rHpeHHr ra (a60) noKpaudenHr excnrryaraqifium< Mox.nlrsoc:reft
(xapaKrepncrrrx) rcor'rnonenry ITC. 3rrrina ruicqx poruiqenns rexniqsoro :aco6y
:giiicnroerlca y Bnfia,{{y neo6xi,4uocti :vinra posrurirqe'Hr KoMrroqenry ITi,
non'sgauoi s aaapifinNrrt craHo\.r npiarrrirqenux, ge po:ruiqeno rol,rnonegr ITC,
npoBe.qeHnxrvl peMorlTHnx, dy,4iaellBuo-rrroHTaxHfix po6ir y npzrurirqerui 'rou10.

3r"riua cr<nagy rexsiqssx gaco6in ITC s HaeeAe'oMy BHuIe o6crsi He
norpe6ye npoBeAeHH.f, Ao.qarxosoi gepNaanoi eKcneprH3r{ r c{:epi rexsi.rnoro
3axHcry igdopMauii. B iuuoruy Br4na.qlcy suiqa cr"rragy rexgi.rg.lli saco6i,r ITC
no'peoye npoBeAe{fir 4ogati<ouoi gep;nanEoi excfieprfi3r.r r c$epi rexsiquoro
saxucry iHciropvaqii [3.3].

Taxa tro,qepuisaqia sgificafoerLcr cncreMHl'rM
rop.rrrKy, Br43r.raeenoMy n 4oxyuenri [3.3].

agr,rinicrparopoia ITC e

6_.9.10. B paM*ax pearii:aqii $yuxqiouaaauo'i noctyzu 6esnexu (Hp_3, K33
ITC sa6esnevye peecrpaqiro nacrynH*rx noaifi 12.1 1n. Z.i.A.Vy:

* 'nxi.4/er.rxig a6o uanaarasru nxoAy/arxo ry nliz crEcreMr{ Kopr4cryBariaMu
6y;tr,-xxnx xareropii;

- peecq:aqil ra Br4Aaneurrr a6o nar,rarairsa peecrpaqii ra BaAaJreHzur
xopucryaavin 6y4r-xxoi rareropii r clrc,renri;

- orpr'rMaHr{r a60 sauararnr orpnMa}rHrr .qocryny Kopr,rcryBaqeivr 6ygr ar<oi
rareropii go 6ygr-xrnx 3axr. qelrlix npoqecie i o6'exrie ITC;- peecrpaqix no4iii, noe'lsalrux :i svigoro Kon$irypardii HaJrauryBaHE
xonnoHertrin cHcreMr4;

- sviHa npaB Aocryrry go o6'exrie 3axr4cry;
- cnpooa Bu'.opr4craHH.fi o6qlrcnroeaJlBllrax pecypcie ITC s uepeaurqeuarrvr

BCTAHOBIEI{HX KBOI'.

... Bxg'a'rer+i no4ii peecrpyrorLcr y Br4rnrAi sanncin y cr{crertlHr{x x(ypHanax
no4iii, saco6ax a,yr{HTy flpzKraiuHoro flpofpaMHoro sa6e:neqeHHs (aani - xypHanu
peecrpaqii), iH[rux erexTponHrlx ]KypHanax Meperr(enoro o6na4uaniln ra
onepaqifinux cr4creM EOM, qKi Micrqrb iurloprr,raqiro rpo Aary, vac, uicqe, ran i
ycniu:nic:rs ur,r aeycnimnicrr xoxnoi sapeectpoeaxoi nolii. HaseIexa y *yprr-*
peecrpaqii iHrlopMaqia € Aocraruro AJrr BcrauoBJresHt
o6'erra, ulo MaJrr,r ai4aonreuHr 4o xorrsoi aapeecrpo

Aguiuicrparoplr npoeo4lrr aaa.uir
Br{3Haqenox{y n [3.6].

3z.tQ."tt{Dr"7"lf'n*p

npouecy i/a6o
n.2.7.6.9)1.'ift$g"

<l)a,-rr-#u"r.a
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K33---sa6egneqye 3axr4cr rcypHania peecrpaqii ei,q HecanKrlior{oBa'oro
AocTy*y. I)eperaxuy'N xypna[ peecrpaqii no4ift r..rae npaBo n'rtre crzcreMHufiagr,riui crparop ra.repronufi irxenep [2.1].
. MixcrvrepeNearafi eKpaH su6esnevye uoNlnricrr tlopuynannr ra

:-tlT-Tl:1y" a4viHicrpa.ropy cryxc6oanr nonigolrnenr rpo ruxueni cnpo6urH(poprvlaqlr-rHr.rx araK, cnprMoBau'x Ha orpHMaHH, Aocryny (nroprueunx) .uo,roxalrnoil rrrepexi, r.Ka 3axr.rqaer6ct 3 BriKopscraHHrM urnro3y, 3 qiaro Meroro Bur.urosi peanisoBa*a ra 3acrocoByer'cr cl4crerv&r gano6iranr.rs BToprHeHHrM(Intrusio' Prevention system, IDS), rxa fipr{3'arrerra ,qn, Br4rBJreHUs ,,rKi.urusoiaK'nrnuoc'.i, rqo Mo)r(e n'pyurrrr' in(roprrraqitHy 6eenexy. ,{o mroi axrrinocriHane)r(arB ruepen<eni ara^r.r fiporrr Bpa3JTHBHX Mepex(eBrrx c"rryrr6 (cepeicir),cnpxvonarii aa nigrarqeuux nprzeinei'n, HeaBToprr3oaaHrzfi 4ocryr go uo*rrur*
s.afrnir' a TaKorK giil ruxi4nr'rnoro rporpaM'oio ga6esne.res*, i*o*n,*""pn""sipyci n, rpoanin ro'1o)' Bn-sBnesnx nopyureHb 6e:nerr-r ,.qif"r*."u"" .B,K.pr4cra'lrrm norirrx 6e:nexl.r, sxi rugsa{a'o"u enpac,nrvni npaBrrJra nol,ry*yra npaBr.ira ata.rrisy cfifl{aryp nigouux ilr0opruaqifiEr.rx arax [2. t, 7.1].Ilolirmu 6*nenr, xxi nanarrroeylorbc, B ,l*rep"*anouy erpaui,ro3BoJrsroTrt BLBHAqHTTI rcpu'ru'.tttwi'r pieenr nopyurexr, 6esnefie, npu gocrrlrennit*ofo in{opvraqifiHa araxa- 6roxyerrcr iut-*or 6norcyrarux rreBHoroMepexeBoro flporoxolry,- TCp_nopry a6o Ip_aapec" ,,o*riorep4 3 ,KoronpoBoi{Hrrcr araxa) 12.1, 7 .Il,

6.9.I 1. B par,rKax pearri:artrii rpyurcqionarcuoi) nocnyzu 6esnexu <Hn-2)) K3Zrr.' 3aoe3fieqye uoircaaeicrL orHo3'aq'Oi iAeHra$ir<aqii ra arrenra$ircaqiio6^c:ryroalnovoro nepcouary . ITq _3 - nr.rKopr.rcrarrlrrM in4unigyariruorolAenruerKaropy ra naporrro 12. l (n. 2.7 .6. 1 0)1.
Arpa6y:raruia ,{ocryny o6cnyroa;rrorroro nepcosany, u{o Brinop'croByrorr,cs

Arir npoBe,qeuur igeurra$inauii aereHra<firaqii ra anroprsaqii aaco6alar.r'K33, e[2.1 (n.,2.7.6.10)]:
- ynoanuii iaenrr,r$irarop e ITC (noriu);
- [apoJ]E.
vnpanniuirx o6rixosnuu 3anscaMr Kopr.rcryBarraMa sgificnroerrcrcucreMur.iM aAir.rinic'rparoporl na ni4craei npaBrrr, uaaegenax a [1.5].

,-^.-^-13"6).,.raMrr Aocryry a6oneHrin, rqo BuKopr{croryrorbc.s Arrff npore,4eurr,rre'rr'{Ql*arr',, anrev*r}ir<arrii ta anropusaqii sacoGauu K33, e MAC-a4peca ixMepe)r(eBoro o6ra4uauna [2.] (u. 2.7.6.1$].
K33 ITC _sa6e3,'eqye 3axfic? Aar{H.'. a'TeHrr.rr}iKar{ii ni4 ueca*xrlio'oBa'oro

,4ocryrry, r'ro.qaoixaqii a6o pyrinynai*r t [2.] (n. 2.7 .k.10)].

6'9'12.8llaMr(ax peaniraqii (:yuxtliouan uoi' ,outyeu 6esneKu <HK-It R33IrL 3aoe3rreqye BBe.{enH.{ AaHIX aBTe'Tr4r]i*auii ropacryra.rie saificHroe$cg isga6egne'JeaHrNr Helroxnaeocri ix nepexonJrefiH, croponuina nporparlr*rdM:a6esneqeurrx\r [2. I {n. 2.7 .6. I 1)J. l].nx rlroro :
- o6clyroeylovufi nepcoaaJr nonepe.qulo

arreurr.rrliig'ersca saco6aru oneparlilinoi cacreMr
o6c;ryrony,rovor.o nepcofislrry (: nNxopucraHHrM Jr
onepaqifiHifi cncreui):

lAeHTnQiKyeTbcr ra
craHrlifi

- uic.nx i4enri,rQirarlii ra arrexrn$ixariii l:

B r{l{
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craxlrifi o6c,TyroByroq[i nepcoHan orpr.nvrye reprvrina:rluur? Aocryrr ,uo
ni.qnoni4noro MepexeBoro o6nanuauru gnx ynpanniunr fioro r*anamyBasnrMi{;

- po6oui cranqii o6cnyronyrouoro nepcoHaJry ((xopcrKo)) cnirctas.rrenHi s
signori.qararvr Mepe)r(eBt{M o6naguarx{rM sa MAC-agpecaruu csoix Mepe)r(eBax
anarrepin;

- o6cryrotyrovuft nepcoual BBoAr4Tb noriu Ta rrapoJlb Aocryrry Ao
ri4tronignoro Mepex(eBoro o6raAuaHns.

6.9.13.8 paMKax peanisauii Qyurctlioualauoi' nocnyzu desnextt KHO-t> K33
sa6esuevye euginennn cr{creMnoro a,ar'liuicrparopa' xrafi Br.rKonye o6os'.{grz is
ynpan:riaua r{aram'ryBaHr{-srvrr4 arraparr'roro ra rrporpaMHoro gaoesne'le}rHs na
ei,qnori4nn.x gaco6ax ra Mae Moxcausicrb rmpanriHux o6nixosgvu 3anucaMu
xopncrynavie ra ii npaearr,ru ,qocryrry [2.1 (r.2.7.6.12)].

6.9. 14. B paMxa.y peanisaqii cfiluxt4iouanuuoi' rutcn)teu 1esnercu (Hq- / , K33
ITC sa6ernerye qi.rricnicm Bcnoro lpoapaMuoro ra arraparr{oro radeenerenu.r, uqo
BXoAr4rb Ao cxraAy K33 [2.1 (n.2.7.6.13)]. Kourpolt ra qi.nioricuo K33 ITCgAificflroerr,c.r cucreruur.rrrvt agrrliuicrparopov ei4nosiguo Ao Br{Mor [3.6] aa yuonr
BIzKorraHHr opran isarlil?Ho-rexsiquux :axo.qie I I . 5].

6.9.15.R paMrax peanisaqii Qyuruliowaaonoi nocnyeu 1esnexu (HT-z, K33
ITC :a6eaneuye caMorecryBan'r anapar'oro ra nporpaMrroro :a6esneuenux, n1o
BXo:{Hlrb /(o cKrrary ITC [2.1 (n.2.7.6.1fl]. Kourpors 3a rpaue3AarHicrro ra
npaaamuicrro tlygrqionynaunx K33 ITC s4ilicHroerrcl cr4creMfir,Nl
aguirricrparoportr ni,qnoaiguo 4o uarrlor [3.6].

7. B}fCI{OBXI4 UIOAO BIATTOBIAHOCTI OE'€KTA

I(ournercua crircrerua 3axr4cry iutfopnaqii ITC ni,qnorixae BrlMoraM
HopMar[rBHo-[paBoB]tx aicrin ra Hop]..rarriBHHX 4oxyr,,,ten rir 3 nHTaHb texsiqsoro
3axl'tcry inrlopMarlii s o6crrsi $yntqiii, xri wrr<nageni n gorynrenri <Texrisue
3aBllaHHrl ua no6ygony ror,rnnexcnoi cllcreMl,r 3axr4cry iN{roprraaqii insoprr,laqifiHo-
rerexolryuirarqirinoi crlcreMtl 3axurqerroro By3Jry iurepHer-gocryny.
U 4.37 21 47 7 7 .0000 1.KC3I.T3> [ 1.2] i :a6erneuye:

- rcoH$igenqiinicm, qilicricrr ra gocrynnicrr rexxonoriqnoi in$opuauii,
iqo sade:nevye rf ynxqiouytauH.rr ronanoueuria ITC;

- po3MexyBarrHr,qocTyfiy o6clyronyrovoro fiepcoHa]ry go iHoop]aaqifii{Ex
pecypcia ITC;

- igeurrrlrir<arlirc r'a anreilrx$irauirc o6cxyroBytor{oro nepcora.ny ITC;* gocrynuicru cepnicin ra pecypcin ITC gm aBroprl3oBaulrx rcopucryaavin;
- peecrpaqirc 4ifi o6c:ryroayroqoro nepconarry ITC;

BI{MOTAM. IIOPMATIIBHI{X XOK}MEHTIB

- 3axr'rcr ei4 uepexenux arar nignoai4llo HacTynHrfx
$ylrrqii :axncry 12. 1]:

- tliinr,ryauia ra ananil r:patli rraexaui:vis
{insrpaqii clrawy, Ko
anrunipycuoi $insrpaaii;

EKCNEPTIA3TI
CITCTEMT,I T3I

Al t,l,//,/&;/,e/
J 1,9L.'o J Aftttttz0.&,.
t/rtX.nzh "Visrl .,,+J,'- - l,(a- 1, ril*' -

i"Hllllll.;
'l)p,u,4$sula-e, ll /4. )W

rnbTpardll,



- po3N{e}KyBauur Aocryny uixc LTC ra sosHi[rHilvu Mepexarvrr.r;
* incnexuis Nrepe)r(eBoro .rparlrir<y ra 6lorynaam traxeris a6o cecif,

ulo c niao3pinr4rvru, 3 BuKopacralrurM rlexaxisr.rin IpS / IDS;
- MacryBar{Hx ronoxorii i vepeNenux a4pec ITC ni4 ny6nivxoro

neperJlrny;
- Kor.rrponb iu$opuaqifiurx noroniB rr,rinc ITC r:a iurepner_

npoBaiiAepaMri Btruloro piBur 3 Meroro BH.rBreHH,r cnpo6
MepexeB[x BToprHeHr Ta Hecanudor{oBaHoro Aocryrly .{o
Mepe)rieBHx pecypciB, B T.s. araK Tarry ,,ni4raoaa B
oOclyronytanui", :a6ernevefiHrr peecrpaqii, nonepegNefiH, Ta
nporn4ii raruu cupo6au;

- BlrlBJIeHHr i nporaaix Mepe)KeBr.rl{ arar(aM i HecaHr<rtiouogauiit
vepexeair"l axrunuocri ;

* rlinrrpaqix ra anirJri3 Mepe)(eBoro ryar$ircy 3a rrporoKonaMr{,
rropraMrd i lP-a4pecaura nignpaanaxa i ogepxyeaua;

* 3aBepr[erlHr 3'eAFIaHH{ 3 By3JlOtvI, y pa3i aTaKr4;
- npo.roKorrronalrur (peecrpaqix) noAifi, qo rr{arorr BiauorrleHr{, no

6e:ner<u;
* anrunipycurEfi gaxucr ix$oprrraqii li4noci4uo to l2.IJ.

8. BI4MOTI{
BKCIINPTI43I4

AO yMOB EKCIIJTYATAIIIT OF'€KTY

(pynxqioHanrntrx [ocnyr 6egnexu (43- I ), (AB- l )

Bnropr'craurr ITC s KoMnJreKc'orc cucreMoro 3axric:ry i.Hooprr,rauii
r\4o)rurnBe Ilrrrre 3a ylroBr{ AoTpHMaHHq BLrN{Of Ta fionoxeEb opraHisauiiuo_
texuiqsax ra enctrryaraqifilrux .qoicyltenrin, 3oKpeMa:

- rexniqHi saco6pr ITC 3H?xoArrscr B KoHrpoJrBoBanifi roni, y m<ifi
sadeanevyerr,cx ueluoxi.nunicrL rreaBTopu3oeanoro $i:re.ruofo .qocryny.- sa6*nevye:rr,cx ni4nonilnic'rr r yMoB er<cnnyaraqii ITC BtrMorar4
npoexruoi lorcyrvrerlraqii KC3l [2, i];

:a6esnevyerlcn siluosirHicrl rexni.rnoro ra rrporpar.rHoro ga6egne.reEHs
ITC, cxnal rKoro HaBeAerro y npoer(THifi ra erccnnyaraqifiEifi gorcyrueuraqii,
BItMoraM upoexruoi 4orymemaqii [2. 1];

- xontfirypyuaHHrr KoMnrexcy sacodis 3ax'cry rig HecaarrliosoBar{oro
Aocryny npoBor{arscr ni4noni4uo Ao eKcnnyararliftuoi goxyrvren:raqii na uuoro [7];- sa6esneuyerrct ni4nonigaimr xon$irypynanar ra KepyBaHHf,(oiltnoHerrraturr{, {o BxoArrrr ,{o cKJraAy cr.rcreMfroro ra $ynxqionaJrsHofonporpaMaoro ga6esneqe nar, BrrMoraM npoerrxoi goxylueuraqii KC3I [2.1,71;
. * sa6esnearyerbcr narexnufi r(oHTponE 3a {yurcqiouynaunnrra ITC

si;inorigxo xo 13.61;- BHecerrHr sMir"r Ao nporpaMnoro ra anaparnoro :a6egne.jeurr{ ITC
rIoBr{HHo lgificuloraracr, r noprAKy, Ba3HarrerroMy no,uirxrcoro peaaisaqii

4
.-)'tt Pt,o')r'V*"*fupJraI ,,*t) '"

af'"' dry*1q.
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9. TSpMIIr.{rI rrcngprHor0 BrfcEoBml
Tepuia 4ii nxcrrorry srauoBuip 5 poria sa yuoBrl BrilioIragHtt DrMor.posAiny 8 uroro BHcHoBKy.

Menegxep oqcreM in$opvaqifi$oi Sernercu
AnapiftBOJI0,IIIIfi{

IopitCEPI'I€Itr{O
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